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Abstract— The problem of decentralized modular fault di-
agnosis of concurrent discrete event systems, that is composed
of a set of component modules, is formulated and studied. In
the proposed decentralized modular framework, diagnosis is
performed by the local diagnosers, located at the component
sites, using their own local observations. This is to ensure
the scalability of the approach with respect to the number of
component modules, and we require that the local diagnosers
be ”modularly computable”, i.e., their computation should be
based on the local models, and not the global models. It is
also required that there are no missed-detections (every fault
is detected within a bounded number of transitions) and no
false-alarms (a fault detection report is issued only when a
fault has occurred). We formally define the decentralized mod-
ular diagnosis problem and introduce the notion of modular
diagnosability as a key property for the existence of desired
decentralized modular diagnosers. We show that under this
property, the complexity for constructing the local diagnosers
is polynomial in the number of local modules. We present
a method for testing the modular diagnosability property by
reducing it to an instance of a certain codiagnosability property
for which known verification techniques exist.
Keywords: Discrete event systems, concurrent systems, fault
diagnosis, failure diagnosis, modularity, modular diagnosability

I. INTRODUCTION

All systems are subjected to fault, where a fault is the

execution of a behavior that violates the specification of the

nominal behaviors. Detection of faults and their isolation

is an important exercise. The failure diagnosis problem for

discrete event systems (DESs) has been studied in various

settings such as centralized untimed setting [13], [18], [17],

[8], [29], [28], decentralized/distributed untimed setting [6],

[16], [19], [24], [25], [20], [15], [12], [11], [4], [31], in the

temporal logic setting [9], in the setting of discrete-time [30]

and dense-time [14], [23], [3], [10], and in the probabilistic

setting [22], [1].

The work presented in this paper is motivated from failure

diagnosis of large scale discrete events systems that are com-

posed of multiple concurrently operating local modules, and

are also referred as concurrent systems. Examples include

communication networks, manufacturing systems, chemi-

cal process control, and power systems, all of which are

composed of many interacting modules that are physically

distributed. For such systems, a centralized failure diagnosis

approach is not appropriate (owing to communication and
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processing delays, and computational scalability), and non-

centralized approaches involving multiple local diagnosers

have been proposed. These approaches can be classified into

decentralized [15], [26], [12], [21] or distributed [6], [19],

[16], [2] depending on whether or not the local diagnosers

communicate among each other.

For the scalability of a decentralized/distributed diagnosis

scheme it is desirable that the complexity of synthesizing

local diagnosers grow polynomially in the number of system

modules. We refer to this property as modular computability

and the corresponding decentralized diagnosis problem as

decentralized modular diagnosis problem. The paper formu-

lates and studies this problem, where in the proposed decen-

tralized modular framework, diagnosis is performed by the

local diagnosers, located at the component sites, using their

own local observations. We require that the local diagnosers

be modularly computable, i.e., their computation should be

based on the local models, and not the global models. It is

also required that there are no missed-detections (every fault

is detected within a bounded number of transitions) and no

false-alarms (a fault detection report is issued only when

a fault has occurred). We introduce the notion of modular

diagnosability as a key property for the existence of the

desired decentralized modular diagnosers. We show under

this property that the complexity for constructing the local

diagnosers is polynomial in the number of local modules.

We present a method for testing the modular diagnosability

property by reducing it to an instance of a certain codiagnos-

ability property. It follows from earlier work on verification

of codiagnosability [15] that the verification of modular

diagnosability is polynomial in the sizes of the nonfaulty

specification and the global plant model.

Modular approaches to fault diagnosis of concurrent DESs

have been considered in [7], [5]. In [7], the fault model is

assumed to be local (certain events in each local model are

faulty, and a global fault of the system is considered to be the

execution of a faulty event by a local module). We allow a

more general model of a global fault, which is the execution

of a trace that violates a global system specification. Further,

in [7] it is required that a fault be locally detected, i.e., the

execution of a faulty event by a module at site-i be detected

by the local diagnoser located at the same site-i. We do not

impose such a localization requirement for fault-detection,

and allow a fault to be detected at any site. Also only a

sufficient condition for diagnosability under the said setup is

presented in [7]. The set in [5] is similar to that described

in [7] with additional restrictions added. For example it is
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required that the diagnosis of a fault at site-i only occur

along those traces in which site-i continues to participate

(authors refer to this as “persistency of excitation”), whereas

in general, there is no apriori guarantee that such a property

will hold for a trace executed by a system being diagnosed.

Another assumption imposed in [5] is that for all local

diagnosers, their common events are observable. This is a

severe restriction. It is further assumed in [5] that the global

plant model is deadlock-free. It is not clear how to relax

this assumption without introducing cycles of unobservable

events which is disallowed in their framework. Note also

that in the context of concurrent systems, even when the

local plant modules are deadlock-free, the global plant model

can be deadlocking. The decentralized modular diagnosis

problem that we formulate and study in this paper has no

apriori restrictions.

While the topic of decentralized modular diagnosis of

DESs is relatively new, there has been considerable work on

decentralized modular control of DESs (see for example [32]

and the references there in). Rest of the paper is organized as

follows. The notion and preliminaries are given in Section 2.

The decentralized modular diagnosis problem and its solution

is provided in Section 3. This guarantees the modular com-

putability of the local diagnosers. Section 4 presents a way

to verify the existence of decentralized modular diagnosers

by establishing connection with codiagnosability. Section 5

concludes the work presented.

II. NOTATION AND PRELIMINARIES

Given an event set Σ, we use Σ to denote Σ∪{ǫ}, and

Σ∗ to denote the set of all event-traces over Σ, including the

trace of zero-length ǫ. A subset L ⊆ Σ∗ is called a language

over Σ. A trace u ∈ Σ∗ is a prefix of a trace v ∈ Σ∗ if for

some trace w ∈ Σ∗, v = uw. The prefix-closure of L ⊆ Σ∗,

denoted pr(L), is the set of all prefixes of traces in L. L is

called prefix-closed or simply closed if pr(L) = L. Given

a trace s ∈ L, the set of extensions of s in L is the set of

traces {w ∈ Σ∗ | sw ∈ L}, denoted L\s; s is said to be

deadlocking in L if L\s = {ǫ}. The length of a trace s,

denoted |s|, is the number of events in s.

The events executed by a discrete-event system to be diag-

nosed are observed using sensors, which can be represented

using an event observation map, M : Σ → ∆ satisfying

M(ǫ) = ǫ, where ∆ is the set of observed symbols. The

observation mask can be extended from events to traces:

M(ǫ) = ǫ and ∀s ∈ Σ∗, σ ∈ Σ,M(sσ) = M(s)M(σ). The

inverse observation mask of M , is a map M−1 : ∆ → 2Σ,

and can also be extended from observation symbols to set of

event traces: ∀η ∈ ∆∗, M−1(η) = {s ∈ Σ∗ | M(s) = η}.

Given the local event sets {Σi} of the modules of a

concurrent plant, Σ = ∪iΣi denotes the set of global events,

and Pi : Σ → Σi is used to denote the natural projection

from the global event set to the ith local event set. Then

the corresponding inverse projection operation is a map:

P−1

i
: Σi → 2Σ. Given {Li ⊆ Σ∗

i
} (representing say the

behaviors of the local plant modules), the parallel product

of {Li} (representing say the behaviors of the global plant),

denoted ||iLi, is defined as:

||iLi := {t ∈ Σ∗ | ∀i : Pi(t) ∈ Li} = ∩iP
−1

i
(Li) ⊆ Σ∗.

It holds that s ∈ ‖iLi if and only if for each i, Pi(s) ∈
Li. The local observation mask associated with the local

observer at site-i is defined as Mi : Σi → ∆i satisfying

Mi(ǫ) = ǫ, where ∆i is the set of locally observed symbols

at site-i. Then the inverse of local observation mask is

a map: M−1

i
: ∆i → 2Σi . The composition of a local

observation mask Mi and a natural projection map Pi gives

rise to a new mask function that maps the global events to

the locally observed symbols at site-i, MiPi : Σ → ∆i,

satisfying MiPi(ǫ) = ǫ. The inverse of MiPi is a map:

(MiPi)
−1 = P−1

i
M−1

i
: ∆i → 2Σ.

The notion of separability was introduced in [27] as a key

property in a modular framework.

Definition 1: Given the event sets {Σi}, a language K ⊆
Σ∗ is {Σi}-separable if ∃{Ki ⊆ Σ∗

i
} such that K = ||iKi.

It is known from [27, Corollary 2.1] that a language K ⊆ Σ∗

is {Σi}-separable if and only if K = ||i Pi(K).
A fault is a deviation from the nominal behaviors. In this

paper we use a specification language K to represent the

nominal or nonfaulty behaviors. Without loss of generality,

K can be assumed to be a sublanguage of the language L :=
‖iLi ⊆ Σ∗ = (∪iΣi)

∗ of a concurrent global plant, where for

each i, Li ⊆ Σ∗

i
is the language of the ith local plant module.

Execution of a trace in L − K is the execution of a faulty

behavior. Since the prefix of a nonfaulty behavior cannot be

a faulty behavior, the nonfaulty specification language K is

prefix-closed.

Given a plant and nonfaulty language pair (L,K) defined

over an event set Σ, a set of local observation mask functions

{Mi : Σi → ∆i}, one for each local diagnoser, the

codiagnosability of (L,K) with respect to {Mi} is the

property under which every faulty trace in L − K can be

detected within a bounded delay by some local diagnoser,

where the local diagnosers do not communicate with each

other.

Definition 2: [15] Consider a plant language L ⊆ Σ∗, a

nonfaulty language K ⊆ L, and local observation masks

{Mi : Σ → ∆i}. (L,K) is said to be {Mi}-codiagnosable

if ∃n ≥ 0 such that

∀s ∈ L − K,∀t ∈ L\s, |t| ≥ n or st deadlocks,

∃i : M−1

i
Mi(st) ∩ K = ∅.

The above property requires the existence of a delay bound

n such that for any faulty trace s ∈ L − K and for any

extension st ∈ L with either |t| ≥ n or st deadlocking,

exists a local site-i for which it holds that no nonfaulty trace

in K is indistinguishable from st (i.e., M−1

i
Mi(st)∩K = ∅).

Codiagnosability can be verified polynomially in the sizes

of L and K [15]. The set of local diagnosers also can be

computed polynomially in the size of K [15].

III. DECENTRALIZED MODULAR DIAGNOSIS

In this section we formalize the problem of decentral-

ized modular diagnosis of concurrent DESs, and introduce a
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notion of modular diagnosability as a key property under

which every fault can be diagnosed using a set of local

diagnosers whose computation does not require the con-

struction of the global plant model. Consider the following

decentralized modular diagnosis problem: Given a concurrent

plant with the set of local behaviors {Li}, where Li ⊆ Σ∗

i
is

the language generated by the ith plant module with event set

{Σi}, a prefix-closed specification language K ⊆ L = ‖iLi

representing the set of nonfaulty behaviors, and a set of local

observation masks {Mi : Σi → ∆i}, determine whether

there exists a set of local diagnosers such that the following

requirements are met:

• There are no missed-detections, i.e., any faulty trace

s ∈ ||iLi−K can be detected by some local diagnoser in

a bounded delay, say n ≥ 0, (i.e., within the occurrence

of a trace t ∈ (||iL)\s such that either |t| ≥ n or st is

deadlocking);

• There are no false-alarms, i.e., any nonfaulty trace is

never reported as faulty; and

• The local diagnosers are modularly computable, i.e., the

computation of the ith local diagnoser depends only on

the local plant model Li, the local observation mask

Mi, and the nonfaulty specification K.

The ith local diagnoser observes the locally executed

traces filtered through its local observation mask, i.e., traces

in Mi(Li), and issues a fault detection decision, either “sure”

(denoted 1), or “unsure”, denoted φ. In other words, the

ith local diagnoser is a map, Di : Mi(Li) → {1, φ}
(equivalently, it is a map, Di : Mi(Pi(L)) → {1, φ}). The

three requirements mentioned above can be formalized as

follows:

• There are no missed-detections, i.e., ∃n ≥ 0:

∀s ∈ L − K,∀t ∈ L\s : |t| ≥ n or st

deadlocks,∃i : Di(MiPi(st)) = 1.

• There are no false-alarms, i.e.,

∀s ∈ K,∀i : Di(MiPi(s)) 6= 1.

• Local diagnosers are modularly computable, i.e., for

each i, the computation of Di only depends on

Li,Mi, Pi,K (and not on L = ‖iLi).

Next we present a necessary and sufficient condition for

the solution of the decentralized modular diagnosis problem

formulated above. It turns out that the solution requires the

existence of “local nonfaulty specifications” {Ki ⊆ Li} with

the following properties:

(C1) Each global fault can be locally detected within a

finite bounded delay (so that there are no missed-

detections): ∃n ≥ 0:

∀s ∈ L − K,∀t ∈ L/s : |t| ≥ n or st

deadlocks,∃i : M−1

i
Mi(Pi(st)) ∩ Ki = ∅.

(C2) Each global nonfaulty trace is locally indistinguish-

able from local nonfaulty traces (so that there are

no false-alarms):

∀s ∈ K,∀i : M−1

i
Mi(Pi(s)) ∩ Ki 6= ∅.

Accordingly we define the following notion of modular

diagnosability.

Definition 3: Consider a plant language L = ||iLi, where

Li ⊆ Σ∗

i
, a nonfaulty language K ⊆ L, local observation

masks {Mi : Σi → ∆i}, and projection maps {Pi : Σ →
Σi}. (L,K) is {Mi,Σi}-modularly diagnosable if there exist

modularly computable local languages {Ki ⊆ Li} such that

C1 and C2 hold.

Note Definition 3 allows the global and local plant models

to be deadlocking. Thus unlike [7], [5] we do not apriori

assume that the global plant model is deadlock-free. This is

because even when the local plant models are deadlock-free,

the global plant model can be deadlocking. The following

example illustrates Definition 3.

Example 1: Consider a scenario in which two computer

users access two data buffers shown in Figure 1. The two

computer users are physically separated and the two buffers

are located in a third computer. Suppose a data can only

be accessed by one user at a time and otherwise, an error

occurs. Each user can access each data buffer. The events that

user-a (resp., user-b) accesses buffers 1 and 2 are denoted

as a1 (resp., b1) and a2 (resp., b2), respectively. Assume the

local diagnoser on each computer does not track the buffer

addresses, and thus, a1 and a2 (resp., b1 and b2) are locally

indistinguishable. Suppose the simultaneous access of the

buffer 1 (resp., 2), denoted c1 (resp., c2), can be reported

as error event to diagnoser-a (resp., diagnoser-b). Then c1

(resp., c2) is observable for diagnoser-a (resp., diagnoser-b)

and unobservable for diagnoser-b (resp., diagnoser-a).

access of

computer b

diagnoser b

user a user b

computer c

buffer 2buffer 1

diagnoser a

computer a

a1 a2 b2b1

error in 

 buffer 1  buffer 2

error in 

access of

Fig. 1. Two users access two buffers

The scenario can be modeled by a plant language in which

any simultaneous access of any of the buffers is followed by

an error event,

L = pr(a1b1c1 + b1a1c1 + a2b2c2 + b2a2c2 + a2b1 + b1a2 +
a1b2 + b2a1), and their local projections (which correspond

to the local plant models) are given by,

L1 = pr(a1c1 + a2c2) ⊆ Σ∗

1
, where Σ1 = {a1, a2, c1, c2},

and

L2 = pr(b1c1 + b2c2) ⊆ Σ∗

2
, where Σ2 = {b1, b2, c1, c2}.

Then traces in L not extended by an error event are

nonfaulty and so the nonfaulty language is given by,

K = pr(a1b2 + b2a1 + a2b1 + b1a2).
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Then L − K = {a2b2, a2b2c2, b2a2, b2a2c2, a1b1, a1b1c1,

b1a1, b1a1c1} consists of the set of faulty traces. The local

observation masks are given by:

M1(a1) = M1(a1) = a,M1(c1) = c1,M1(c2) = ǫ,

M2(b1) = M2(b2) = b, M2(c1) = ǫ,M2(c2) = c2.

We show that the modular diagnosability holds by choos-

ing K1 := pr(a1) and K2 := pr(b2). To check C1 of

Definition 3, set n = 1. Then for

• s = a2b2 ∈ L − K, t = c2 ∈ L\s with |t| ≥
1,M−1

2
M2(P2(st))∩K2 = {c∗

1
(b1+b2)c

∗

1
c2c

∗

1
}∩K2 =

∅;

• s = a1b1 ∈ L − K, t = c1 ∈ L\s with |t| ≥
1,M−1

1
M1(P1(st))∩K1 = {c∗

2
(a1+a2)c

∗

2
c1c

∗

2
}∩K1 =

∅.

One can verify that (C1) holds.

Next it can also be verified that C2 holds since for s =
ǫ ∈ K, M−1

i
Mi(Pi(s))∩Ki = {ǫ} (i = 1, 2); ∀s ∈ K−{ǫ},

M−1

1
M1(P1(s))∩K1 = {a1}, and M−1

2
M2(P2(s))∩K2 =

{b2}. Thus, (L,K) is {Mi,Σi}-modularly diagnosable.

The following theorem provides a condition under which

the decentralized modular diagnosis problem is solvable.

Theorem 1: Consider a plant language L = ||iLi, where

Li ⊆ Σ∗

i
, a nonfaulty language K ⊆ L, local observation

masks {Mi : Σi → ∆i}, and projection maps {Pi : Σ →
Σi}. The following are equivalent:

I. There exist modularly computable diagnosers {Di :
Mi(Li) → {1, φ}} satisfying

(No Missed-Detection)

∃n ≥ 0: ∀s ∈ L − K, ∀t ∈ L\s with |t| ≥ n
or st deadlocks, ∃i: Di(MiPi(st)) = 1,

and

(No False-Alarm)

∀s ∈ K,∀i : Di(MiPi(s)) 6= 1.
II. (L,K) is {Mi,Σi}-modularly diagnosable.

Proof: (I ⇐ II) Given modularly computable {Ki ⊆ Li}
such that C1 and C2 hold, for each i and for each ui ∈
Mi(Li) define:

Di(ui) :=

{

1 if M−1

i
(ui) ∩ Ki = ∅

φ otherwise.

Then since Ki is modularly computable, so is Di.

We first show that C1 implies (No Missed-Detection), by

showing ∃n ≥ 0: ∀s ∈ L − K, ∀t ∈ L\s with |t| ≥ n or

st deadlocks, ∃i : Di(MiPi(st)) = 1. We claim that n can

be chosen to the same as that appearing in C1. From C1

for s ∈ L − K, st ∈ L\s with |t| ≥ n or st deadlocks, ∃i :
M−1

i
Mi(Pi(st))∩Ki = ∅. Letting ui = MiPi(st), it follows

from the definition of Di that 1 = Di(ui) = Di(MiPi(st))
as desired.

Next we show that C2 implies (No False-Alarm), i.e., ∀s ∈
K,∀i: Di(MiPi(s)) 6= 1. For all i, define ui := MiPi(s).
Then from C2, M−1

i
(ui) ∩ Ki 6= ∅. It follows from the

definition of Di that for all i, 1 6= Di(ui) = Di(MiPi(s))
as desired.

(I ⇒ II) Given local diagnosers {Di}, we define for each

i,

Ki := {ui ∈ Li | Di(Mi(ui)) 6= 1}.

Then since Di is modularly computable, so is Ki.

We first show that (No Missed-Detection) implies C1, i.e.,

∃n ≥ 0 : ∀s ∈ L−K, ∀t ∈ L\s with |t| ≥ n or st deadlocks,

∃i : M−1

i
MiPi(st)∩Ki = ∅. We claim that n can be chosen

to be the same as that appearing in (No Missed-Detection).

From (No Missed-Detection) for s ∈ L − K, t ∈ L\s with

|t| ≥ n or st deadlocks, ∃i : Di(MiPi(st)) = 1. We show

that M−1

i
Mi(Pi(st)) ∩ Ki = ∅. Suppose for contradiction

that exists ui ∈ Ki such that Mi(ui) = MiPi(st). Then

Di(MiPi(st)) = Di(Mi(ui)) = 1. Then from the definition

of Ki, ui 6∈ Ki, which is a contradiction.

Next we show that (No False-Alarm) implies C2, i.e., ∀s ∈
K,∀i : M−1

i
MiPi(s) ∩ Ki 6= ∅. Pick s ∈ K. Then from

(No False-Alarm), ∀i : Di(MiPi(s)) 6= 1. Then for all i,
Pi(s) ∈ Ki. It follows that for all i, M−1

i
MiPi(s)∩Ki 6= ∅.

This completes the proof.

We now make a few observations about the modular

diagnosability property.

Remark 1: It is important to note that separability of the

global nonfaulty specification is not necessary for modular

diagnosability. Consider the setting of Example 1. Then as

concluded in the example, (L,K) is modularly diagnosable.

However K is not separable: For example a2b2, b2a2 ∈
‖iPi(K) − K. This is in contrast to the setting of decen-

tralized modular control where the separability serves as a

necessary condition [32].

In Example 1 we chose, {Ki} such that ‖iKi = pr(a1b2+
b2a1) ⊆ K. This, however, is not required. In fact one

can verify that C1 and C2 also hold for {K1 := pr(a1 +
a2),K2 := pr(b1 +b2)}, and in which case ‖iKi 6⊆ K. Note

this example also illustrates that the choice of {Ki} required

to establish modular diagnosability need not be unique.

Finally, as shown via Remark 3 below, modular diagnos-

ability is not comparable to “local diagnosability”.

IV. TEST FOR MODULAR DIAGNOSABILITY

The definition of modular diagnosability is existential

that requires the existence of modularly computable lan-

guages {Ki ⊆ Li} satisfying C1 and C2. C1 can be trivially

satisfied by simply choosing Ki = ∅. This however will

violate C2. On the other hand C2 can be trivially satisfied

by simply choosing Ki = Li, which however will violate

C1. Thus Ki can neither be chosen to be too small (there

will be false-alarms) or too large (there will be missed-

detections). The selection of an appropriate Ki is discussed

in this section, which also serves to provide a way to verify

modular diagnosability.

We show that the modular diagnosability of (L,K) is

equivalent to the codiagnosability [15] of (L,K) with respect

to the local mask functions {MiPi}. Note in the modular

setting, the ith local diagnoser observes local events in Σi

filtered through the local mask Mi. This is equivalent to

observing global events in Σ filtered through the composed
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mask MiPi. Thus the codiagnosability of (L,K) with re-

spect to the masks {MiPi} is an expected necessary con-

dition. That it is also a sufficient condition is an interesting

observation since the codiagnosability only requires that each

fault be detected by some local diagnoser within a bounded

delay (and it does not require that each local diagnoser be

modularly computable). We are able to show that the modular

computability is guaranteed whenever the codiagnosability

property holds. In fact we show that Ki can be chosen to be

the same as Pi(K), which is the key observation behind the

next theorem.

It is important however to point out the differences be-

tween the modular and the decentralized diagnosis frame-

works: (i) Only a global plant model is required in the

decentralized setting, where the modular setting requires

local plant models, (ii) The mask functions are global in the

decentralized setting (and hence the diagnosers are defined

over the global plant behaviors) whereas they are local in the

modular setting (and hence the diagnosers are defined over

the local plant behaviors).

Theorem 2: Consider a plant language L = ||iLi, where

Li ⊆ Σ∗

i
, a nonfaulty language K ⊆ L, local observation

masks {Mi : Σi → ∆i}, and projection maps {Pi : Σ →
Σi}. (L,K) is {Mi,Σi}-modularly diagnosable if and only

if (L,K) is {MiPi}-codiagnosable.

Proof: (⇐) For each i, define Ki := Pi(K). Then Ki =
Pi(K) ⊆ Pi(L) ⊆ Li. Also clearly Ki is modular com-

putable (its computation does not require the computation

of the global plant model L). We first show C2 holds, i.e.,

∀s ∈ K,∀i: M−1

i
Mi(Pi(s))∩Ki 6= ∅. This follows from the

fact that Pi(s) ∈ Pi(K) = Ki and Pi(s) ∈ M−1

i
Mi(Pi(s)),

and so Pi(s) ∈ M−1

i
Mi(Pi(s)) ∩ Ki 6= ∅.

Next we show C1 holds, i.e., ∃n ≥ 0 : ∀s ∈ L − K,∀t ∈
L\s : |t| ≥ n or st deadlocks, ∃i : M−1

i
Mi(Pi(st)) ∩

Ki = ∅. We claim that n can be chosen to be the same

as that appearing in the definition of codiagnosability. Pick

s ∈ L − K, t ∈ L\s : |t| ≥ n or st deadlocks. Then from

codiagnosability, exists i such that (MiPi)
−1MiPi(st)∩K =

∅. We claim that this implies M−1

i
Mi(Pi(st)) ∩ Ki = ∅.

Otherwise exists ui ∈ Ki = Pi(K) such that Mi(ui) =
MiPi(st). Since ui ∈ Pi(K), there exists u ∈ K such that

Pi(u) = ui. Then MiPi(u) = Mi(ui) = MiPi(st). Thus

u ∈ K ∩ (MiPi)
−1MiPi(st), a contradiction.

(⇒) We need to show that ∃n ≥ 0: ∀s ∈ L − K,

t ∈ L\s, |t| ≥ n or st deadlocks, ∃i: (MiPi)
−1MiPi(st) ∩

K = ∅. We claim that n can be chosen to be the same

as that appearing in C1 of modular diagnosability. Pick

s ∈ L − K, t ∈ L\s : |t| ≥ n or st deadlocks. Then

from C1 exists i such that M−1

i
Mi(Pi(st)) ∩ Ki = ∅.

We claim that this implies (MiPi)
−1MiPi(st) ∩ K = ∅.

Otherwise exists u ∈ K such that MiPi(u) = MiPi(st).
Since u ∈ K, from C2 there exists ui ∈ Ki such that

Mi(ui) = MiPi(u). Then Mi(ui) = MiPi(u) = MiPi(st).
Thus ui ∈ Ki ∩ M−1

i
Mi(Pi(st)), a contradiction.

Remark 2: Theorem 2 is able to shed interesting insights

into the nature of the decentralized modular diagnosis prob-

lem. For example it establishes that whenever the languages

{Ki ⊆ Li} satisfying the conditions of modular diagnos-

ability exist, the languages {Pi(K)} also work. Further, the

{Mi,Σi}-modular diagnosability is equivalent to {MiPi}-

codiagnosability, i.e., whenever the diagnosis can be per-

formed in the decentralized setting under the masks {MiPi},

it can also be performed in the modular setting.

It follows from the earlier work on synthesis of diagnosers

in the decentralized setting [15] that the local diagnosers can

be chosen to be the generators of the languages {MiPi(K)},

which are computable linearly in the size of the non-

faulty language K. It follows that the local diagnosers are

modularly computable. It further follows from the earlier

work on verification of codiagnosability [15] that modular

diagnosability can be verified polynomially in the sizes of

Li (for each i) and K, and exponentially in the number

of local modules. (Note the verification, being an off-line

computation, is not required to be performed on-line in real-

time.) The modular computability of the local diagnosers,

on the other hand, guarantees their on-line real-time imple-

mentability.

We showed that under modular diagnosability {Pi(K))}
can be used as the local nonfaulty specifications. Then we

can have the notion of local diagnosability of (Li, Pi(K))
with respect to the local mask Mi. It would be possible to

check modular diagnosability without having to compute the

global plant model if it so happens that the local diagnos-

ability implies modular diagnosability. This however is not

true as illustrated in the following remark which establishes

a stronger assertion that the notion of local and modular

diagnosabilities are not comparable.

Remark 3: We show that

∀i : (Li, Pi(K)) Mi-diagnosable

6⇔ (L,K) {Mi,Σi}-modularly diagnosable.

Consider L = L1||L2 with L1 = pr(a1c
∗

1
+ a2c

∗

2
) and

L2 = pr(b1c
∗

1
+ b2c

∗

2
), where Σ1 = {a1, a2, c1, c2} and

Σ2 = {b1, b2, c1, c2}. Assume M1(a1) = M1(a2) = a,

M2(b1) = M2(b2) = b, Mi(c1) = c1 and Mi(c2) = c2

for i = 1, 2. Let K = pr(a2b1 + b1a2). Then for i =
1, 2, (Li, Pi(K)) is Mi-diagnosable. However, the faulty

trace a1b2 ∈ L − K cannot be detected at any local

site since a2b1 ∈ (M1P1)
−1M1P1(a1b2) ∩ K 6= ∅ and

b1a2 ∈ (M2P2)
−1M2P2(a1b2) ∩ K 6= ∅. Thus, (L,K) is

not {MiPi}-codiagnosable. From Theorem 2, (L,K) is not

{Mi,Σi}-modularly diagnosable.

For the converse, consider Example 1 which we showed to

be modularly diagnosable. It can be verified that (Li, Pi(K))
is not Mi-diagnosable for i = 1, 2: For the faulty trace

a2c2 ∈ L1 − P1(K) it holds that a2 ∈ M−1

1
M1(a2c2) ∩

P1(K) 6= ∅, and for the faulty trace b1c1 ∈ L2 − P2(K) it

holds that b1 ∈ M−1

2
M2(b1c1) ∩ P2(K) 6= ∅.

V. CONCLUSION

We formulated and studied the problem of decentralized

modular diagnosis of concurrent (large-scale) DESs. Besides

correctness (no missed-detections and no false-alarms), the

modular computability of the local diagnosers is required for
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the approach to be scalable. (Modular computability requires

the computation must avoid computing the global plant

model which can be prohibitive for large-scale systems.) We

showed that the solution requires the existence of modularly

computable local nonfault specifications satisfying certain

properties. We refereed to this property as modular diagnos-

ability, and provided a method for verifying it by reducing to

an instance of a codiagnosability property. We also showed

that whenever the decentralized modular diagnosis problem

admits a solution, the local projections of the global nonfault

specification can be used as the local nonfault specifications.

We illustrated that the choice for the solution is not unique

in general. We also noted that the existence of a solution

does not require the separability of the nonfault specification,

whereas in contrast, this is a necessary condition for the

existence of a decentralized modular control. We also showed

that the modular diagnosability property is incomparable

with the local diagnosability property. Finding a sufficient

condition under which the latter implies the former is a direc-

tion for future research as this will allow checking modular

diagnosability without having to compute the global plant

model. (Note that the computation of the local diagnosers

avoids computing the global plant model, but checking their

existence does. We believe the reason is that the existence

problem is computationally hard, and establishing this fact

formally is a future research task.)
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