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Abstract— A supervisory policy controls a Discrete-Event
System (DES) by appropriately disabling a subset of events,
known as controllable events, based on the observed event
string generated by the supervised DES thus far. We consider
supervisory control of DES in the presence of an extraneous
fault that renders an arbitrary subset of controllable events to
be temporarily uncontrollable. The fault is detected at the first
occurrence of a controllable event that was disabled by the
supervisor. It is rectified after finitely-many such unintended
occurrences of controllable events following which the supervi-
sor regains control of all controllable events and can prevent
them from occurring when deemed necessary.

We present a necessary and sufficient condition for the
existence of a supervisor that enforces a desired language
specification in the paradigm of Ramadge and Wonham [1],
under the fault semantics described above. We also prove that
such a supervisor, if it exists, can always be synthesized if the
language of the plant and the specification is regular.

I. INTRODUCTION

A Discrete Event System (DES) is a discrete-state system,
where the state changes at discrete-time instants due to the
occurrence of events. Queuing, manufacturing and commu-
nication systems etc. are some examples of DES. If a DES
does not follow a desired behaviour, then it is of interest
to design supervisory policies that constrain the DES to the
desired behaviour, if possible. A supervisory policy controls
a DES by disabling a subset of events known as controllable
events. The supervisory policy can only disable a controllable
event, it cannot force an event to occur.

Oftentimes the behaviour of the system is degraded due to
the occurrence of faults. Faults can occur in different parts of
the system and can be of different types. The most common
way of modeling a fault is as an uncontrollable event which
results in a different plant behaviour than expected. Faults
have also been looked at in the context of uncertain system
models [2] and changes in observability [3]. Fault-tolerance
in DES modeled by Petri Nets (PNs) [4] has largely been
explored in the context of unreliable resources (tokens) ([5],
[6], [7], [8], [9]). Faults in supervisor-structure modeled by
PNs– in places and transitions, is considered in [10].

In this paper, we consider DES modeled by an automa-
ton and faults in which a subset of controllable events
becomes temporarily uncontrollable at an arbitrary discrete-
time instant. In other words, faults which lead to change in
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controllability of the DES. This could be due to a device-
or line-fault, where communication between supervisor and
plant is temporarily unavailable; or due to the activity of a
malicious-user. The fault is an extraneous event and is not
modeled by the DES. An arbitrary subset of controllable
events becoming uncontrollable is the consequence of the
fault.

The objective of a fault-tolerant controller is to ensure that
a certain specification is fulfilled despite the faulty behaviour
by the system. Reference [11] presents a survey of fault-
tolerant control methods for DES. There are two approaches
for designing fault tolerant supervisors – passive and active.
In the passive approach, a single supervisor is used to enforce
the specification before and after the occurrence of faults.
An active fault tolerant supervisor changes the supervision-
parameters or supervision-structure based on the occurrence
of faults. It consists, generally, of a diagnoser that detects,
and identifies the fault and other necessary information based
on which the supervisor adapts to the changed plant while
still enforcing the required specification.

In this paper, we consider active fault tolerant controllers.
The fault-event is not directly observed but inferred from
the first occurrence of an event that was originally disabled
by the supervisor. A fault can occur any time, and can be
rectified only after the detection of kr-many unintended oc-
currences of DES-events affected by the fault. The controller
adapts depending on the number of detected occurrences of
controllable events that became uncontrollable due to the
occurrence of the fault-event. We present a necessary and
sufficient condition for the existence of a supervisor tolerant
to such faults for a given value of kr. We also prove that
such a supervisor can always be synthesized, if it exists, if
the language of the plant and the specification is regular.

The rest of the paper is organized as follows. Section II
presents the notations and definitions that we use in the paper.
It also formally introduces the fault semantics and its model.
The main results are discussed in Section III. We illustrate
the results with an example in Section IV. We conclude with
suggestions for future research in Section V.

II. NOTATIONS AND DEFINITIONS

A. DES Model

We model the DES by an automaton G =
(Q,Σ, δ, q0, Qm) [1], [12]. Here Q and Σ denote the set of
states and events associated with DES G respectively. The
initial state of the DES is q0 ∈ Q, and Qm ⊆ Q is called the
set of marked states. The function δ : Σ×Q→ Q is the state
transition function, where for q ∈ Q, σ ∈ Σ, δ(σ, q) = q̂,



implies there is an event labeled σ from state q to state q̂. In
general, the state transition function δ is a partial function.
The active event function Γ : Q → 2Σ, identifies the set of
all events σ ∈ Σ for which δ(σ, q) is defined.

Σ∗ denotes the set of all finite strings of elements of Σ
including the empty string ε. We write δ∗(ω, q) = q̂ if there
is a string of events ω ∈ Σ∗ from state q to state q̂. For a
given DES G, the set of all admissible strings of events is
denoted by L(G) and is referred to as the language generated
by the DES G over the alphabet Σ. Formally

L(G) = {ω ∈ Σ∗ : δ∗(ω, q0) is defined} (1)

The marked language, Lm(G) ⊆ L(G), generated by a DES
G is

Lm(G) = {ω ∈ Σ∗ : δ∗(ω, q0) ∈ Qm}

A string u is a prefix of a string v ∈ Σ∗ if for some
w ∈ Σ∗ v = uw. If v is an admissible string in G, then so
are all its prefixes. We define the prefix closure of L ⊆ Σ∗

to be the language L defined as:

L = {u : uv ∈ L for some v ∈ Σ∗}

If L = L, then we say that L is prefix closed. From equa-
tion 1, it follows that L(G) is prefix-closed. Additionally,
Lm(G) ⊆ L(G) in general; if Lm(G) = L(G), we say G
is non-blocking. If G is non-blocking, all strings in L(G)
can be extended to a string in Lm(G). We only consider
non-blocking DES in this paper.

An automaton is represented by a directed graph whose
nodes correspond to the states of the automaton, with an
edge from q to q̂ labeled σ for each triple (σ, q, q̂) such that
q̂ = δ(σ, q). There is a path from every node to a marked
node in the graphical representation (state transition diagram)
of a non-blocking DES.

Given two automata G1 = (Q1,Σ1, δ1, q01) and G2 =
(Q2,Σ2, δ2, q02), we say that G1 is a subautomaton of G2,
denoted by G1 v G2, if:

h · δ1(s, q01) = δ2(s, q02) ∀s ∈ L(G1)

where h : Q1 → Q2 is a unique function mapping the states
of Q1 to Q2. Note that this condition implies that Q1 ⊆
Q2, q01 = q02, and L(G1) ⊆ L(G2). This definition also
implies that the state transition diagram of G1 is a subgraph
of that of G2 [12].

B. Supervisory Control

The set of events (Σ) is partitioned into the set of con-
trollable events (Σc) and uncontrollable events (Σu). More
specifically, Σc (resp. Σu) denotes the set of events that can
(resp. cannot) be disabled by the supervisor. The supervisor
controls the behavior of G by appropriately disabling con-
trollable events, based on the observed admissible behavior
of the supervised system.

Formally, a supervisor S : L(G) → 2Σ is a function
from the language generated by G to the power set of Σ.
S(ω) is the set of events enabled by the supervisor after a

string ω ∈ L(G) is observed by the supervisor. An event
σ ∈ Γ(δ(ω, q0)) can occur in the supervised system only if
σ ∈ S(ω). The supervisor cannot disable any event in Σu,
and consequently Σu ∩ Γ(δ(ω, q0)) ⊆ S(ω) for any ω ∈
L(G). That is, the uncontrollable events are always enabled
by the supervisor. We use S/G to denote the controlled DES
(CDES) in which supervisor S is controlling the DES G. The
language generated by the CDES can be recursively defined
as follows:

1) ε ∈ L(S/G)
2) ((ω ∈ L(S/G)) ∧ (ωσ ∈ L(G)) ∧ (σ ∈ S(ω))) ⇔

(ωσ ∈ L(S/G))

The marked language generated by the CDES is Lm(S/G) =
L(S/G) ∩ Lm(G). Next, we discuss behaviors that can be
achieved by supervision for a non-blocking DES G.

Let K ⊆ Lm(G)(K 6= ∅) be a non-empty supervisor
specification. There is a supervisor S such that L(S/G) = K
and Lm(S/G) = K if and only if (i) KΣu∩L(G) ⊆ K, and
(ii) K ∩ Lm(S/G) = K (cf. Proposition 4.1, [1]). We only
consider non-empty specifications in this paper (i.e. K 6= ∅).

Condition (i) listed above is the controllability condition.
If this condition is not satisfied, it is of interest to find the
supremal controllable sublanguage of K,

K↑ =
⋃
i

{Ki : (Ki ⊆ K) ∧ (KiΣu ∩ L(G) ⊆ Ki)}. (2)

Condition (ii) is the non-blocking condition.
Let L be the set of all languages over Σ. Following

reference [13], we define an operator Ω : L × Σ → L for a
fixpoint characterization of K↑

Ω(Ki,Σu) = {ω : ω ∈ K and ωΣu ∩ L(G) ⊆ Ki} (3)

By Proposition 2.1 in [13] we have K↑ = Ω(K↑,Σu) and
K↑ ⊇ K̂ for every K̂ such that K̂ = Ω(K̂,Σu). We can
define a sequence to compute K↑ by iterating over Ω

K0 = K

Kj+1 = Ω(Kj ,Σu)
(4)

We recall the definition of Nerode Equivalence before
moving to Theorem 1. Let L ⊆ Σ∗. Two strings s, t ∈ Σ∗ are
equivalent (mod L), written as s ≡L t, if the set of suffixes
of s and t to form strings in L are the same. That is, s ≡L t
if

{s′ : s′ ∈ Σ∗ and ss′ ∈ L} = {t′ : t′ ∈ Σ∗ and tt′ ∈ L}

The language is regular if the number of equivalence classes
≡L in Σ∗ is finite. Proposition 2.2 and Theorem 3.1 in [13]
state that:

Theorem 1: The set-theoretic limit

M = lim
j→∞

Kj

exists and K↑ ⊆ M . If K and L(G) are regular, then the
sequence of languages Kj defined by Equation 4 converges
after a finite number of terms to K↑. Furthermore, K↑ is
also a regular language.



We focus our attention on the realization of the supremal
controllable sublanguage. Let

Qac = {q : q ∈ Q and δ(ω, q0) = q for some ω ∈ Σ∗}
Qco = {q : q ∈ Q and δ(ω, q) ∈ Qm for some ω ∈ Σ∗}

An automaton is accessible if Qac = Q, coaccessible if
Qco = Q, and trim if Qac = Qco = Q. Let Qtr = Qac∩Qco,
and δtr(σ, q) = δ(σ, q) if q ∈ Qtr, and is not defined other-
wise. Then the trim component of the automaton G, if it is
not empty, is given by Tr(G) = (Qtr,Σ, δtr, q0, Qm∩Qtr).
L(Tr(G)) = L(G) and Tr(G) is effectively constructible
[13]. All Minimal Automata (cf. section 4.4.3, [14]) are trim,
but the converse is not necessarily true.

We say that an automaton G1 refines G2 if it is
a sub-automaton of G2. Consider an automaton G =
(Q,Σ, δ, q0, Q) with an associated active event function
Γ : Q → 2Σ, and Gj = (Qj ,Σ, δj , q0j , Qmj) such
that L(Gj) = Kj and Gj refines G. Lemma 6.1 of
[13] proved that Gj can be refined to obtain an au-
tomaton Gj+1(Qj+1,Σ, δj+1, q0(j+1), Qm(j+1)) such that
L(Gj+1) = Ω(Kj ,Σ0) (= Kj+1) by removing those states
of Gj that do not satisfy the active event constraint:

Γ(h(qj)) ∩ Σ0 ⊆ Γ(qj) (5)

where qj ∈ Qj . Here, h : Qj → Q is a unique function
satisfying h · δj(s, q0j) = δ(s, q0). We refer the reader to
[13] for an elaborate discussion of these results.

C. Fault Model

We use the term fault-event, denoted by φ, to refer to
an extraneous discrete-event where an arbitrary subset of
controllable events, Σf ⊆ Σc, becomes temporarily un-
controllable. We assume that the fault-event φ is followed
by an extraneous rectification-event, denoted by ρ, but not
necessarily immediately. After the rectification event, all
events in Σf ⊆ Σc become controllable again. Between the
events φ and ρ, the set of uncontrollable (resp. controllable)
events is effectively Σf ∪ Σu (resp. Σc − Σf ). Before the
event φ, and after the event ρ, the set of uncontrollable
(resp. controllable) events is Σu (resp. Σc). The fault-event
φ is not directly observed, its occurrence has to be inferred
by the unintended occurrence of an event disabled by the
supervisor. The fault- and rectification-event are assumed to
be extraneous and are not modeled by the DES.

Due to cost considerations or system limitations, a fault
may not be rectified immediately after detection. We quantify
the tolerance of G to a fault-event by associating a positive
integer kr with it; where kr is the mandatory number of
unintended occurrences of disabled events that are to be
detected before the fault is rectified. Under this semantics, the
fault-free scenario is represented as the case when kr = 0.

Suppose kd-many (kd < kr) unintended occurrences of
events affected by the fault were detected after ω ∈ Σ∗

is generated by the CDES. The (kd + 1)-th unintended
occurrence of an event affected by the fault will be detected
at δ(ω, q0) only if some event σ ∈ Γ(δ(ω, q0))−S(ω) occurs

after ω. That is, an event σ occurred despite the supervisor
disabling it. The rectification-event ρ occurs immediately
after kr-many unintended occurrences of disabled events are
detected.

A supervisor in the presence of faults, Sφ : L(G) ×
{kr, kr − 1, . . . , 0} → 2Σ, determines the set of events
that are permitted to occur as a function of the observed
event strings generated by the (supervised) plant, and the
number of unintended occurrences of events that are to be
observed before the rectification event occurs (i.e. the number
of detections to-go). The uncontrollable events are always
permitted by the supervisor for all values of the arguments.

The language generated by the CDES under the influence
of faults after kd-many unintended occurrences of disabled
events have been detected (that is when there are (kr − kd)-
many unintended occurrences of disabled events to-go before
rectification), L(Sφ/G/kr − kd), can be recursively defined
as follows:

1) ε ∈ L(Sφ/G/kr), that is ε is a member of the set of
supervised behaviors when no faults have been detected,

2) (ω ∈ L(Sφ/G/k + 1)) ⇒ (ω ∈ L(Sφ/G/k)) for 0 ≤
k ≤ kr − 1,

3) ((ω ∈ L(Sφ/G/k)) ∧ (ωσ ∈ L(G)) ∧ (σ ∈
Sφ(ω, k))) ⇔ (ωσ ∈ L(Sφ/G/k)) for 0 ≤ k ≤ kr,
and

4) ((ω ∈ L(Sφ/G/k))∧ (ωσ ∈ L(G))∧ (σ /∈ Sφ(ω, k))∧
(σ ∈ Σf ))⇒ (ωσ ∈ L(Sφ/G/k − 1)) for 1 ≤ k ≤ kr.

In Item 4 above, the number of unintended occurrences
of disabled events is incremented (and detections to-go
decremented from k to k − 1) as a controllable event σ
that was disabled by the supervisor occurred. The fault-
free behaviour is analogous to the case when kr = 0.
The following observations are a direct consequence of the
definition.

Observation 1: For every ω1 ∈ L(Sφ/G/k), ∃ ω2 ∈
L(Sφ/G/k+ 1) such that ω2 = pr(ω1), where pr() denotes
the prefix of the string argument.

Observation 2: L(Sφ/G/k) ⊆ L(Sφ/G/k − 1) ∀ 0 <
kd ≤ kr
The marked language generated by the CDES under the fault
semantics is Lm(Sφ/G/k) = L(Sφ/G/k) ∩ Lm(G).

III. MAIN RESULTS

Let K ⊆ Lm(G)(K 6= ∅) be a non-empty, desired set
of event strings to be generated under supervision under
the fault semantics of the previous section. In subsequent
discussion we assume K to be controllable with respect to
L(G). That is, KΣu ∩ L(G) ⊆ K; this would be the case
if we let K ← K↑ (cf. Equation 2). In this section, we are
interested in behaviours that can be achieved by supervision
for a DES G in the presence of faults.

Definition 1: A CDES G is said to be compliant to a
specification K(= K↑) ⊆ Lm(G), K 6= ∅, in the presence
of controllability faults if:

1) L(Sφ/G/k) ⊆ K, ∀k ∈ {0, 1, . . . , kr},
2) L(Sφ/G/0) = K.



That is, before the rectification event the CDES generates a
subset of K; and the CDES should be able to generate any
string K after the rectification event.

In Theorem 2, we define a sequence of sets K0(= K) ⊇
K1 ⊇ . . . ⊇ Kkr and show that L(Sφ/G/k) = Kk, ∀k ∈
{0, . . . kr}, is necessary and sufficient for the existence of
a fault-tolerant supervisor compliant with the specification
K ⊆ Lm(G)(K 6= ∅).

Theorem 2: For a DES G = (Q,Σ, δ,Γ, q0), where Σu ⊆
Σ (Σc = Σ − Σu) denotes the set of uncontrollable (resp.
controllable) events, there exists a supervisor Sφ, under
the influence of fault-event φ, with tolerance kr such that
the CDES is compliant to a non-empty specification K(=
K↑) ⊆ Lm(G), if and only if there exists a sequence of
languages K0 ⊇ K1 ⊇ . . . ⊇ Kkr , such that:

1) K0 = K,
2) Each Ki is controllable with respect to L(G). That is,

KiΣu ∩ L(G) ⊆ Ki ∀i ∈ {0, . . . kr}, and
3) KjΣc ∩ L(G) ⊆ Kj−1 ∀j ∈ {1, . . . , kr}.

Proof: (If) Let Sφ : L(G)× {kr, kr − 1, . . . , 0} → 2Σ

be a supervisory policy defined as:

(σ ∈ Sφ(ω, k))⇔ (ωσ ∈ Kk) ∀ 0 ≤ k ≤ kr

Using an induction argument on the number of unintended
event occurrences to-go, we show that L(Sφ/G/k) = Kk ∩
L(G),∀kr ≥ k ≥ 0. The base-case of induction is es-
tablished by letting k = kr, since Kr is controllable with
respect to L(G), we have L(Sφ/G/kr) = Kkr (⊆ K). As
the induction hypothesis, let L(Sφ/G/k) = Kk(⊆ K), for
some k where kr ≥ k > 0.

For the induction step, consider a string ω ∈ Kk. Let
us suppose the next event that occurs under supervision is
σ ∈ Σ. The number of unintended event occurrences to-go
is updated from k to k − 1 only if σ /∈ Sφ(ω, k). From
item 3 above, and the fact that ωσ ∈ L(G), it follows that
if σ /∈ Sφ(ω, k) then ωσ ∈ Kk−1 ⇒ L(Sφ/G/k − 1) =
Kk−1(⊆ K). The implication is a result of the definition of
L(Sφ/G/k) in Section II.

When k = 0, we have L(Sφ/G/0) = K0(= K). By
Observation 1, every string in L(Sφ/G/k) is a prefix of some
string in L(Sφ/G/k − 1) for 0 < k ≤ kr. Therefore, every
string in L(Sφ/G/k) for 0 < k ≤ kr can be extended to a
string in L(Sφ/G/0) = K0.

(Only If) We have
1) L(Sφ/G/k) ⊆ K), ∀k ∈ {0, 1, . . . , kr},
2) L(Sφ/G/0) = K.

If no event in Σc is disabled by the supervisor Sφ, then let
K0 = K1 = . . . = Kkr = K and items 1, 2 and 3 in the
theorem are trivially satisfied.

Suppose there exists an event that is disabled by the
supervisor and consider the case when (kr − 1)-many de-
tection of events affected by fault have occurred (that is,
one unintended occurrence to-go). Then by Observation 2,
we have L(Sφ/G/1) ⊆ K. If L(Sφ/G/1) = K then
the firing of a controllable event that is disabled by the
supervisor will result in a string not in K. More specifically,

L(Sφ/G/1) cannot have any string ω such that ωΣc /∈
K and L(Sφ/G/1) must satisfy Item 3 of the theorem,
that is, L(Sφ/G/1)Σc ⊆ L(Sφ/G/0) (= K). In addition,
this behaviour of L(Sφ/G/1) should be controllable with
respect to L(G), which gives Item 2 of the theorem. The
result follows through induction by replacing L(Sφ/G/0) by
L(Sφ/G/1), and L(Sφ/G/1) by L(Sφ/G/2) in the above
argument, and repeating, as often as necessary.

In the next result, we prove that if K ⊆ Lm(G) is
non-blocking with respect to Lm(G), then Ki is also non-
blocking with respect to Lm(G) ∀i ∈ {0, 1, . . . , kr}.

Lemma 1: ∀i ∈ {0, 1, . . . , kr}: (K ∩ Lm(G) = K) ⇒
(Ki ∩ Lm(G) = Ki).

Proof: Since Ki ⊆ K ⊆ Lm(G) and Ki ⊆ Ki we have
Ki ⊆ (Ki ∩Lm(G)). Now, all strings in Ki satisfy Items 2
and 3 in Theorem 2 and Ki ⊆ K. Hence, every string in Ki

that is also in K belongs to Ki. Therefore, Ki ∩ K ⊆ Ki

which implies Ki ∩ K = Ki as Ki ∩ K ⊇ Ki is trivially
true.

(ω ∈ Ki ∩ Lm(G))⇔ ((ω ∈ Ki) ∧ (ω ∈ Lm(G)))

⇒ (ω ∈ K ∩ Lm(G)) ∧ (ω ∈ Ki) (as Ki ⊆ K)

⇒ (ω ∈ K) ∧ (ω ∈ Ki) (as K ∩ Lm(G) = K)

⇒ (ω ∈ Ki) (as Ki ∩K = Ki)

⇒ (Ki ∩ Lm(G)) ⊆ Ki

Next we discuss computation of the sets Kj . Given a
specification K(= K0) that is controllable with respect to
L(G), item 3 in Theorem 2 requires the sublanguage K1 to
be such that the occurrence of a (single) controllable event
following a string in K1 should result in a string in K0. Let
K1

1 ⊆ K1 be the supremal sublanguage of K0 that satisfies
the specification in Item 3. We can use operator Ω with
respect to K0 and Σc to obtain a characterization of K1

1 .
From Equation 3 and 4:

K0,1 = K

K1
1 = Ω(K0,1,Σc)

(6)

where,

Ω(K0,Σc) = {t : t ∈ K0 such that tΣc ∩ L(G) ⊆ K0}

The set K1 is the largest controllable sublanguage of K1
1 ,

(K1
1 )↑, which can be obtained through the iterative procedure

described by Equation 4. K2 can be obtained by repeating the
previous steps by replacing K0 by K1. That is, first finding
the sublanguage K1

2 as Ω(K1,Σc) and then, computing the
supremal controllable subset of K1

2 which would give us
K2. Sets K3, . . . ,Kkr can be calculated in a similar manner
through recursion. That is, for j ∈ {0, . . . kr − 1}:

K0 = K

K1
j+1 = Ω(Kj ,Σc)

Kj+1 = (K1
j+1)↑

(7)

It was shown in Theorem 1 (Proposition 2.2 in [13])
that for arbitrary languages the characterization Ω provides
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Fig. 1: Automatons for illustrating fault-tolerant control of
the concurrency model

only an outer approximation to the supremal controllable
sublanguage of a given language. Therefore, for arbitrary
languages, the recursion described above will provide an
outer approximation to the sets K1 to Kkr . However, from
Theorem 1, for regular languages, the sequence of sets
obtained through iterating over the operator Ω converge to
the supremal controllable sublanguage of the given language,
which is also regular. This gives the following result:

Theorem 3: If L(G) and K are regular, then Kj will be
regular ∀j = 0, . . . , kr.

Proof: Follows from Theorem 3.1 in [13].
If a language is regular then it can be realized as a finite state
automaton. If the automaton for K refines the automaton
for G, then the finite automatons generating the languages
{Kj}krj=0 can be obtained from the automaton of G by
simply removing the states that do not satisfy the active event
constraint given in Equation 5 (Lemma 6.1 of [13]). We get
the following result:

Theorem 4: Let Sφ be a supervisor for a non-blocking
DES G, under the influence of fault-event φ, with tolerance
kr such that the CDES is compliant to a specification K(=
K↑ = K) 6= ∅. Let G1 and G2 be two automata such that
L(G1) = L(Sφ/G/k) and L(G2) = L(Sφ/G/k − 1). If the
automaton for L(Sφ/G/0) refines the automaton for L(G),
then G1 v G2.
In the next section, we illustrate the results using an example.

IV. ILLUSTRATIVE EXAMPLE

We illustrate the problem and results through the example
of a database concurrency control model (example 3.3 in
[12]). Consider the following two transactions whose execu-
tion from the initial state 0 can be modeled by the (minimal)

automaton shown in Figure 1a.

T1 = a1b1 and T2 = a2b2

Suppose all the events a1, a2, b1 and b2 are controllable and
that the only admissible strings are those which take the
system to a marked state and where:

(a1 precedes a2) ⇔ (b1 precedes b2).

The automaton G is obtained by splitting state 4 of H
into states 4 and 9. The supervisory policy that disables
event b2 (b1) at state 9 (resp. state 4) enforces the desired
language specification. It can be verified that the automaton
G1 in Figure 1c is the CDES that generates the desired
language specification. Theorem 4 requires the specification
automaton to be a subautomaton of the plant automaton. For
our purpose, we would consider G as the plant automaton.

Suppose the fault-event φ with Σf = {a1, a2, b1, b2}
occurs when the system is at state 0. Let kr = 1, that is the
rectification event happens after a single detection of events
affected by φ.

If the system generates the string a1b1a2b2 or a2b2a1b1,
then φ goes undetected because although b1 and b2 were
affected by the fault, their occurrence in these strings was
permitted by the supervisor.

Intuitively, we see that the fault-tolerant supervisor should
prevent the system from reaching state 9 (state 4) because
then the uncontrollable occurrence of b2 (resp. b1) will result
in an inadmissible string. This observation can be formalized
as follows. The set of strings generated by the CDES G1 is
K = {a1b1a2b2, a1a2b1b2, a2b2a1b1, a2a1b2b1}. K1

1 ⊆ K
is the set of strings in K from where a single firing of
controllable transitions will result a string in K. We have
a1b1 ∈ K and a1b1b2 /∈ K. Similarly, a2b2 ∈ K and
a2b2b1 /∈ K. Therefore, we get K1

1 = {a1a2b1b2, a2a1b2b1}.
Since all events were originally controllable, K1 = (K1

1 )↑ =
K1

1 . The automaton for K1 can be constructed from the
automaton of K by removing the states that do not satisfy
the active event constraint of Equation 5. h is an identity
function for this example. We see that in G1: Γ(9) = {b1}
but in G: Γ(h(9)) ∩ Σf = {b1, b2} * {b1}. Therefore, the
(sub)automaton for K1 will not have state 9. Similarly it will
not have state 4 as well.

We can illustrate the evolution of the system under the in-
fluence of faults and controlled by a fault-tolerant controller
for kr = 1 as follows: 0

a1 φ a2 ρ b1b2−−−−−−−−−−→ 8. It can be verified
that the system is not tolerant to faults if kr = 2. We will
get K2 = ∅ using the process described above.

V. DISCUSSION

We considered the supervisory control of DES in the pres-
ence of a fault, denoted by φ, that renders an arbitrary subset
of controllable events, Σf , to be temporarily uncontrollable.
The occurrence of φ is not directly observed but is inferred
from the occurrence of an event σ ∈ Σc that was disabled by
the supervisor. The semantics adopted by this paper supposes
that the rectification-event ρ occurs immediately after the
kr-th unintended occurrence of a disabled event due to the



fault. We proved the necessary and sufficient condition for
the existence of a supervisor tolerant to such faults for a
given value of kr. We used results from [13] to prove that
such a supervisor can always be synthesized if the language
of the plant and the specification is regular.

In addition to discussing the synthesis of controllers for the
particular case of faults, we also prove that if the automaton
of the specification is a subautomaton of the plant, then
the fault semantics can be fit into the framework developed
in [15]; where a framework for fault-tolerant supervisory
control of DESs in which the plant automaton possesses both
faulty and non faulty behavior was discussed.

The supervisory policy proposed in this paper, which en-
sures compliance to a specification, is agnostic to the subset
of controllable events that are affected by the fault. One
direction of future research is to customize the supervisory
policy when particular, known, subsets of controllable events
become uncontrollable due to the fault-event.

The detection algorithm depends on the observations of
the occurrence of events that were disabled by the supervi-
sor. The study of simultaneous faults in controllability and
observability is also suggested as a future research topic.
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