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Abstract—This paper proposes an approach for providing tol-
erance against faults that may compromise the functionality of a
given controller modeled by a Petri net. The method is based on
embedding the given Petri net controller into a larger (redundant)
Petri net controller that retains the original functionality and
properties, and uses additional places, connections, and tokens to
impose invariant conditions that allow the systematic detection
and identification of faults via linear parity checks. In particular,
this paper considers two types of redundant Petri net controllers:
1) nonseparate redundant Petri net controllers have the same
functionality as the given Petri net controller and allow for fault
detection and identification, but do not necessarily retain the given
controller intact; and 2) separate redundant Petri net controllers
are a special case of the nonseparate redundant controllers that
retain the given Petri net controller intact but enhance it with
additional places to enable fault detection and identification. The
work in this paper obtains complete characterizations of both
types of redundant controllers along with necessary and sufficient
conditions for them to be bisimulation equivalent to the given
original Petri net controller. In addition, this paper discusses
how each type of redundant controllers can be designed to have
desirable fault detection and identification capabilities. When the
bisimulation equivalence requirement is not directly enforced,
nonseparate redundant controllers can potentially have advan-
tages over separate ones (e.g., they can use fewer connections to
detect and identify the same number of faults). An example of a
Petri net controller for a production cell and its fault tolerance
capabilities using separate and nonseparate embeddings is used to
illustrate the approach.

Index Terms—Bisimulation equivalence, fault tolerance, Petri
nets, redundant Petri net controllers.

I. INTRODUCTION

FAULTS in large-scale dynamic systems can compromise
their functionality in complex ways and, depending on

the underlying application, can have devastating consequences
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or even lead to loss of life. For this reason, fault tolerance
has received considerable attention in the areas of control,
communication, and industrial systems. Previous research has
extensively studied fault-tolerant implementations for discrete-
time dynamic systems by constructing encoded embeddings of
them. For instance, the work in [1]–[3] studied linear finite-state
machines, and the work in [4]–[7] generalized this approach to
arbitrary finite-state machines. A similar approach that is also
based on encoding the state of the system was used in [8]–[10]
to achieve fault detection and identification in discrete-event
systems that can be modeled by Petri nets. This approach
encodes the state of a given Petri net into a larger redundant
one in a way that preserves the state and evolution of the
original Petri net, while enabling an external mechanism to
detect, identify, and correct faults that may corrupt the state of
the redundant system. The construction of the redundant Petri
net incorporates additional places and connections associated
with transitions in the original system; faults in the Petri net
are then detected and identified via linear parity checks on the
overall encoded state of the redundant Petri net.

This paper considers a setting similar to [10] and aims at
providing fault tolerance to certain plant controllers that can
be modeled by Petri nets. The representation of plant/controller
systems as Petri nets can take advantage of the modeling
capabilities of Petri nets, particularly in hybrid and supervisory
controllers. The approach in this paper extends the techniques
in [10] to settings where the redundant and original Petri net
controllers need to be bisimulation equivalent; it can be applied
to any controller that can be modeled as a Petri net, such
as the ones developed in [11]–[17] (a good survey can be
found in [18]). Note that in deriving necessary and sufficient
conditions for bisimulation equivalence, the linear algebraic
tools used here are reminiscent of the techniques used in the
context of Petri net structural analysis (see, for instance, [19]
and references therein).

This paper considers two types of redundant Petri net con-
trollers, both of which allow systematic detection and identifi-
cation of faults (malfunctions) that might take place during the
controller operation.

1) The first type of redundant Petri net controllers studied
here uses a nonseparate redundant implementation that
retains the behavior of the given controller (in terms of
the transitions that are enabled at any given time) while
incorporating enough redundancy to enable the detec-
tion and identification of faults. The term nonseparate
indicates that the given controller is not immediately
identifiable within the redundant controller net. In other
words, one cannot directly locate a subset of places
and connecting arcs whose marking and weights are
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identical to the marking and weights of the correspond-
ing places and arcs in the original controller. Although
the nonseparate redundant Petri net controller does not
necessarily keep the given controller intact, it allows
one to recover the state and functionality of the given
controller and provides certain flexibility in the controller
design.

2) The second type of redundant controllers is based on
embedding the given Petri net controller into a separate
redundant controller, i.e., a larger controller that keeps
the given controller intact, but strategically incorporates
additional places and connections in a way that enables
the systematic detection and identification of faults in the
redundant controller (the separate redundant controller
keeps the original controller intact because it contains
a set of places and connections with marking and arc
weights that are identical to the marking and arc weights
of the corresponding places and connections in the
original controller). The additional (redundant) places,
connections, and tokens are used to impose invariant
conditions that serve as consistency checks; as a result,
by performing linear parity checks on the combined
marking of the given controller [including the original
controller places and the additional (redundant) places],
this methodology is able to systematically detect and
identify faults.

This paper also discusses conditions under which both types
of redundant controllers are bisimulation equivalent to the
given controller (i.e., any transition sequence enabled in the
given controller is also enabled in the redundant one, and
vice versa). Under the reasonable assumption that the given
Petri net controller is presumably designed to exactly meet the
control specification of the plant to be controlled, bisimulation
equivalence is clearly a property that needs to be imposed on the
redundant controllers (so that the desired control functionality
is retained by the redundant controllers). It is shown in this
paper that under the conditions of bisimulation equivalence,
both types of redundant controllers have the same fault detec-
tion and identification capabilities (in terms of the number of
connections needed to detect and identify a given number of
faults). However, if one is only using the redundant controller as
a monitor for providing fault tolerance (i.e., if the bisimulation
equivalence requirement is not directly enforced), nonsepa-
rate redundant controllers provide more design flexibility and
can have advantages over separate ones (e.g., they can use
fewer connections to detect and identify the same number of
faults).

The remainder of this paper is organized as follows.
Section II provides a quick review of Petri nets and discusses
some related work on bisimulation equivalence in Petri nets.
Section III presents the fault models in the setup and pro-
vides an illustrative example of a production cell. Section IV
describes the construction of nonseparate redundant Petri net
controllers, along with the necessary and sufficient conditions
for them to be bisimulation equivalent to the given controller.
Section V briefly describes the construction of separate redun-
dant Petri net controllers and the conditions for them to achieve
bisimulation equivalence. Examples are provided to illustrate
fault detection and identification schemes using both types
of redundant controllers in Section VI. Section VII demon-

strates (through analysis and examples) some of the potential
advantages of nonseparate redundant controllers over separate
ones. Section VIII presents the conclusions and future research
directions.

II. NOTATIONS AND PRELIMINARIES

This section provides some basic definitions and terminology
that will be used throughout this paper. More details about Petri
nets can be found in [20]–[22].

A. Petri Nets

A Petri net structure is a weighted bipartite graph N =
(P, T,A, ω), where P = {p1, p2, . . . , pn} is a finite set of n
places (drawn as circles), T = {t1, t2, . . . , tm} is a finite set of
m transitions (drawn as rectangles), A ⊆ (P × T ) ∪ (T × P )
is a set of arcs (from places to transitions and from transitions
to places), and ω : A→ {1, 2, 3, . . .} is the weight function on
the arcs.

At each time epoch t, a marking is a vector q[t] : P →
{0, 1, 2, . . .}n that assigns to each place of the Petri net a
nonnegative integer number of tokens (drawn as black dots).
The initial marking q[0] denotes the number of tokens in each
place of the Petri net at the initial time epoch t = 0. A Petri net
with a given initial marking is denoted by PN = (N, q[0]).

Let b−ij denote the integer weight of the arc from place pi

to transition tj , and b+ij denote the integer weight of the arc
from transition tj to place pi (1 ≤ i ≤ n, 1 ≤ j ≤ m). Note
that b−ij(b

+
ij) is taken to be zero if there is no arc from place

pi to transition tj (or vice versa). Let the input incident matrix
B− = [b−ij ] (output incident matrix B+ = [b+ij ]) be the n×m
matrix with b−ij (b+ij) at its ith row, jth column position. The
state (or marking) evolution of Petri net N is given by

q[t+ 1] = q[t] + (B+ −B−)x[t] ≡ q[t] +Bx[t] (1)

where the incident matrix is defined to be B ≡ B+ −B−, q[t]
is the marking of the Petri net at time epoch t, and the firing
vector x[t] is restricted to have exactly one nonzero entry with
value “1” (when the jth entry is “1,” transition tj fires at
time epoch t). Note that this setting implies that the Petri nets
considered in this paper are asynchronous (i.e., at each time
epoch, only one transition may fire).

Note that transition tj is enabled at time epoch t if and only
if q[t] ≥ B−(:, j), where the inequality is taken elementwise,
and B−(:, j) denotes the jth column of B− (this ensures that
the marking q[t] remains nonnegative at all time epochs). If
transition tj is enabled at marking q[t], it may fire and yield the
marking q[t+ 1] = q[t] +Bxj [t], where xj [t] indicates that the
jth entry of x[t] is nonzero with value “1.” The firing of tj is

denoted by q[t]
tj−→ q[t+ 1], and the marking q[t+ 1] is said

to be reachable from the marking q[t].
A labeling function σ : T → Σ assigns to each transition in

the net a label from a given alphabet Σ.
Definition 1: A labeled Petri net is a tuple LN =

(P, T,A, ω,Σ, σ, q[0], Qm), where (P, T,A, ω) is a Petri net
structure, Σ is an alphabet of symbols, σ : T → Σ is the transi-
tion labeling function, q[0] is the initial marking, and Qm is the
set of final markings [21].
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Remark 1: Unlike [21], this paper does not specify the set
of final markings of the net, i.e., it considers P-type Petri
net languages whose final marking set includes all reachable
markings from the initial marking q[0] [22].

Definition 2: A free-labeled Petri net is a labeled Petri net
where all transitions have a distinct label, i.e., if σ(ti) = σ(tj),
then ti = tj [22].

B. Bisimulation Equivalence

Many notions of bisimulation equivalence for Petri nets have
been proposed; most of these notions are based on the markings
of two nets (e.g., [23]). Olderog [24] proposed another notion
of bisimulation equivalence called place bisimulation, which is
based on the places of two nets rather than their markings. In
this paper, the former concept of bisimulation equivalence is
considered.

The general notion of bisimulation equivalence (also referred
to as bisimilarity) and its decidability has been extensively stud-
ied in [25]–[30]. Jancar [29] showed that bisimilarity checking
for labeled Petri nets is undecidable. However, for the free-
labeled Petri nets studied in this paper, bisimilarity coincides
with language equivalence, which is known to be reducible
to the reachability problem and decidable [31]. The definition
of bisimulation equivalence between free-labeled Petri nets is
discussed below (in what follows, N = {0, 1, 2, . . .} denotes
the set of nonnegative integer numbers).

Let PN1 =(N1, q1[0])=(P1, T1, A1, ω1, q1[0]) and PN2 =
(N2, q2[0]) = (P2, T2, A2, ω2, q2[0]) be two free-labeled Petri
nets, and let R ⊆ NP1 ×NP2 be a relation between their
markings q1[t] and q2[t′].

Definition 3: R is a bisimulation1 if and only if for all q1[t],
q2[t′] such that q1[t]Rq2[t′].

1) For each enabled transition ti ∈ T1 such that q1[t]
ti−→

q1[t+ 1], there exists an enabled transition tj ∈ T2 such

that q2[t′]
tj−→ q2[t′ + 1] with q1[t+ 1]Rq2[t′ + 1].

2) For each enabled transition tj ∈ T2 such that q2[t′]
tj−→

q2[t′ + 1], there exists an enabled transition ti ∈ T1 such

that q1[t]
ti−→ q1[t+ 1] with q1[t+ 1]Rq2[t′ + 1].

When q1[t]Rq2[t′] for a bisimulation R, Petri nets (N1, q1[t])
and (N2, q2[t′]) are called bisimilar and are denoted by
(N1, q1[t]) ∼ (N2, q2[t′]).

Example 1: Assume that two free-labeled nets PN =
(P, T,A, ω, q1) and PN ′ = (P ′, T ′, A′, ω′, q′1) have the reach-
ability graphs shown in Fig. 1, where q1 denotes the initial
marking of net PN , and q′1 denotes the initial marking of
net PN ′. Consider a relation R between the markings of two
nets as R ⊆ NP ×NP ′

={(q1, q′1), (q2, q′2), (q2, q′′2), (q3, q′3),
(q3, q′4), (q4, q

′
3), (q4, q

′
4)}. It is not hard to show that R satisfies

the two conditions identified in Definition 3 and is, therefore,
a bisimulation. Thus, the two Petri nets PN and PN ′ are
bisimilar.2

1The notion of bisimulation equivalence used in this paper is also called
strong bisimulation equivalence in some other references [30].

2For more details about bisimulation equivalence between two Petri nets
and examples or applications, the interested reader is referred to [23], [26],
and [29].

Fig. 1. Reachability graphs of two bisimilar free-labeled Petri nets.

Remark 2: From Example 1, it is clear that Definition 3
requires that a bisimulation exists between the markings of two
free-labeled Petri nets, but does not impose any direct condi-
tions on transitions (i.e., possibly different transition sequences
are allowed as long as their firings result in the bisimulation
between the markings of the two nets). However, the definition
of bisimulation in this paper requires that the transitions in
the two Petri nets are in one-to-one correspondence, i.e., at
any time epoch t, a transition that is enabled in one net must
be also enabled in the other net. In addition, the relations R
require that the markings of the two nets are related by a linear
transformation (i.e., there exist matrices L andG of appropriate
dimensions such that q1[t] = Lq2[t] and q2[t] = Gq1[t]). This
becomes clearer in the definition that follows.

Let C = (Pc, T, Ac, ωc, qc[0]) denote the net of the given
controller and H = (Ph, T, Ah, ωh, qh[0]) be the net of a cor-
responding redundant controller.

Definition 4: (C, qc[t]) ∼ (H, qh[t]) if and only if for all
qc[t] ∈ C and all qh[t] ∈ H such that qc[t] = Lqh[t] and qh[t] =
Gqc[t], the following are true.

C1) If qc[t]
tj−→ qc[t+ 1], then qh[t]

tj−→ qh[t+ 1] such that
qc[t+ 1] = Lqh[t+ 1] and qh[t+ 1] = Gqc[t+ 1].

C2) If qh[t]
tj−→ qh[t+ 1], then qc[t]

tj−→ qc[t+ 1] such that
qc[t+ 1] = Lqh[t+ 1] and qh[t+ 1] = Gqc[t+ 1].

Remark 3: Note that a redundant controller net H has
the same transitions as the given controller net C, i.e., it
does not include any extra transitions. Thus, the definition of
bisimulation in this paper requires that, at any time epoch
t, any transition enabled in the given controller can be also
enabled in the redundant one (condition C1) and vice versa
(condition C2).

C. Matrix and Vector Inequalities

The following notation is used throughout this paper.
Let Q be the set of rational numbers. Given matrices A=

[aij ] and B=[bij ] in Qn×m, A (B) is said to be nonnegative
if A ≥ 0 (B ≥ 0), i.e., if aij ≥ 0 (bij ≥ 0) for every i ∈
{1, 2, . . . , n} and j ∈ {1, 2, . . . ,m}. Define A ≥ B if aij ≥
bij for every i ∈ {1, 2, . . . , n} and j ∈ {1, 2, . . . ,m}; similarly,
let A �≥ B if at least one entry of A is smaller than the corre-
sponding entry of B (i.e., aij < bij for some i ∈ {1, 2, . . . , n}
and some j ∈ {1, 2, . . . ,m}).A ≤ B andA �≤ B are defined in
a similar way. Also, a column vector x = [xi] in Qn is said to be
nonnegative (denoted by x ≥ 0) if xi ≥ 0 for every 1 ≤ i ≤ n.
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Fig. 2. Petri net model of a production cell.

III. FAULT MODELS

Clearly, the effectiveness of a fault model for a given system
significantly depends on the particular application. This paper
considers a rather general place fault model, which captures
faults that cause the corruption of the number of tokens in a
particular place of the Petri net controller (by increasing or
decreasing the number of tokens in that place by an integer
amount). These faults can be caused by sensor failures or
internal hardware faults in the controller. For instance, a sensor
may indicate that the number of products on a conveyor belt
of a manufacturing system is zero, whereas, in reality, there
are products on the belt (or vice versa). In this example, this
type of sensor faults could arise for a brief duration due to
transient occlusions/reflections in the path of optical sensors in
nonsterile manufacturing environments and could result in an
erroneous interpretation of the system state in the controller.
Apart from sensor faults, the fault model of this paper is also
motivated by internal hardware faults that occur due to various
types of interference in the digital implementation of the Petri
net controllers. These types of faults result in bit corruption (“0”
becomes “1” or vice versa) in the controller implementation
and have been the topic of extensive studies in fault-tolerant
computing systems [32]–[34]. Note that sensor faults that result
in noisy measurements (as considered, for instance, in [35])
are not a good match for the type of faults considered here,
but could be handled by embedding that (continuous-like) fault
model within the (discrete-like) fault model of this paper.

A place fault at time epoch t results in an erroneous state
(marking) qf [t] that can be expressed as

qf [t] = q[t] + epi
(2)

where q[t] is the state that would have been reached under
fault-free conditions, and epi

is the place error vector with a
single nonzero element at its ith entry. If the ith entry of epi

is negative, then the number of tokens in the ith place has
decreased due to the fault; if it is positive, then the number of
tokens in the ith place has increased.

Note that other types of faults (e.g., the transition faults in
[8]–[10]) can be seen as a combination of multiple place faults.
This paper focuses on the detection and identification of place
faults; however, interested readers could refer to [9] and [10] for
more details about the detection and identification of transition
faults.

Fig. 3. Simplified Petri net model.

Example 2: Consider a production cell in a manufactur-
ing system, which processes raw material via two machines
(machines 1 and 2) as captured by the net on the left of Fig. 2
(a detailed description of each place/transition activity in the
Petri net is provided to the right of Fig. 2).

For simplicity, the running Petri net example in this paper
starts with a plant that uses only one place p1 to represent
the staging area; this results in the simplified Petri net plant
of Fig. 3.

Suppose that the storage limit on the intermediate buffers
(i.e., the number of tokens in places p2 and p3) is 2 and
1, respectively. One possible Petri net controller (which can
be designed using the techniques in [15]) to enforce these
constraints is given in Fig. 4: it has two places, i.e., pc1 and
pc2, and its arcs are drawn with dashed lines.

Note that the Petri net controller in Fig. 4 will be imple-
mented using digital hardware (e.g., a microcontroller or a
programmable logic controller). In such cases, a sensor failure
or a bit flip in the digital hardware could trigger the place
faults considered in this paper. For instance, the corruption of
the token number in controller place pc1 captures scenarios
where the controller is under the impression that more/less
products are present in a fixture or a buffer (different control
actions to force the storage constraints can lead to different
token numbers in controller places) or scenarios where the bit
corruption occurs in the digital hardware that implements the
controller (which directly causes the corruption of the number
of tokens in the controller places). Note that place faults could
be also modeled by adding two unobservable fault transitions to
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Fig. 4. Petri net controller enforcing storage constraints on the plant of Fig. 3.

Fig. 5. Nonseparate redundant Petri net controller.

each controller place (pc1 and pc2): one transition would have
no input places, and the controller place would serve as its sole
output place (to model the addition of tokens in that place),
whereas the other transition would have no output places and
would have the controller place as its sole input place (to model
the subtraction of tokens from that place). To avoid cluttering
the diagram, these four unobservable fault transitions are not
drawn in Fig. 4.

IV. NONSEPARATE REDUNDANT

PETRI NET CONTROLLERS

A. Designs of Nonseparate Redundant Petri Net Controllers

This section proposes systematic constructions for the class
of nonseparate redundant controllers illustrated in Fig. 5. The
state qh[t] of the nonseparate redundant Petri net controller
implementation is encoded in a form that allows one to recover
the state qc[t] of the given Petri net controller, if desired,
and also perform fault detection and identification. However,
the given (original) Petri net controller is not necessarily kept
intact.

Let C be a Petri net controller with nc places, m transitions,
and state evolution

qc[t+ 1] = qc[t] +
(
B+

c −B−
c

)
x[t] ≡ qc[t] +Bcx[t] (3)

where x[t] is the firing vector (which indicates the transition
that fires in the Petri net controller at time epoch t), B+

c is
the output incident matrix, B−

c is the input incident matrix,
and Bc ≡ B+

c −B−
c is the incident matrix of the given Petri

net controller. Let qc[0] ≥ 0 be any initial marking and X =
{x[0], x[1], . . .} be any admissible (legal) firing sequence under
this initial marking.

Consider a Petri net H with η = nc + d (d > 0) places, m
transitions, and state evolution given by

qh[t+ 1] = qh[t] +
(B+

c − B−
c

)
x[t] ≡ qh[t] + Bcx[t] (4)

where B+
c , B−

c , and Bc ≡ B+
c − B−

c are the incident ma-
trices of H.

Definition 5: H is a nonseparate redundant controller of
controller C if (C, qc[0]) ∼ (H, Gqc[0]) for all qc[0].

Lemma 1: H is a nonseparate redundant controller of con-
troller C if there exist: 1) an nc × η decoding matrix L; 2) an
η × nc full-column rank encoding matrix G with nonnegative
integer entries; and 3) an η ×m matrix D with nonnegative
integer entries such that D ≤ min(GB+

c , GB
−
c ), so that

1) qc[t] = Lqh[t] and qh[t] = Gqc[t] for all time epochs
t ≥ 0;

2) matrices B+
c and B−

c can be written as

B+
c =GB+

c −D
B−

c =GB−
c −D.

Definition 4 requires linear encoding and decoding;
Lemma 1 further argues that the encoding matrix G has to
have nonnegative integer entries and allow a parametrization
of B+

c and B−
c in terms of matrices B+

c , B−
c , and D. The proof

of Lemma 1 can be found in [34], which shows that, with the
above choices, one is guaranteed that under any initial condition
of the controller net C, a firing sequence X that is admissible in
C is also admissible in H.

Thus, a nonseparate redundant Petri net controller H that
satisfies Definition 5 will admit any transition that is allowed
to fire in C (i.e., condition C1 in Definition 4 always holds).
To achieve bisimulation equivalence in the nonseparate case,
however, it is necessary to ensure that any transition enabled by
H is also enabled by C (i.e., condition C2 in Definition 4 holds).
If transition tj is enabled in H at time epoch t, it follows that

qh[t] ≥ (
GB−

c −D)
xj [t].

Clearly, this implies that

Gqc[t] ≥
(
GB−

c −D)
xj [t]

G
(
qc[t] −B−

c xj [t]
) ≥ −Dxj [t].

Given the inequality above, the problem reduces to finding
(additional) conditions on matrices G and D such that for
each j, 1 ≤ j ≤ m, the column vector qc[t] −B−

c xj [t] has
nonnegative integer entries (which implies that transition tj can
fire in the given Petri net controller). To find these conditions
on G and D, some notation is introduced first.

Given a column vector z ∈ Qnc , let the symbol zi (i ∈
{1, 2, . . . , nc}) denote the ith component of z.

Definition 6: The support of z is the set of nonzero indexes
of z and is denoted by ‖z‖ (⊆ {1, 2, . . . , nc}), i.e.,

‖z‖ = {i|zi �= 0}.
Suppose that G = [g1 g2 . . . gnc

] is an η × nc matrix
with nonnegative entries, where each column gi ∈ Qη, i ∈
{1, 2, . . . , nc}.
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Definition 7: G has independent column support if3

∀i ∈ {1, 2, . . . , nc},

‖gi‖ −

⋃
j∈{{1,2,...,nc}−i}

‖gj‖

 �= ∅

where ∅ denotes the empty set.
Definition 8: Let gki denote the element at the kth row, ith

column position of matrix G; column gi is said to have unique
support at its kth row if

‖gi‖ −
⋃

j∈{{1,2,...,nc}−i}
‖gj‖


 = {k}.

For example, In, the n× n identity matrix, has independent
column support, and each column Ii, i ∈ {1, 2, . . . , n}, has

unique support at its ith row. Likewise, the matrix

[
In
C

]
, where

C is an arbitrary matrix of n columns, has independent column
support.

Remark 4: Independent column support of a matrix is not
an invariant property. A set of vectors that form a matrix with
independent column support in one reference frame will not
define a matrix with independent column support when viewed
in a different reference frame.

Lemma 2: If matrix G = [g1 g2 . . . gnc
] ∈ Qη×nc has inde-

pendent column support, matrix G has full-column rank.
Proof: If matrix G has independent column support, from

Definition 7, it follows that

∀i ∈ {1, 2, . . . , nc},

‖gi‖ −

⋃
j∈{{1,2,...,nc}−i}

‖gj‖

 �= ∅.

Equivalently, each column gi has at least one nonzero entry,
for example, at its kith row for some ki ∈ {1, 2, . . . , η}, where
other columns have entries of zero. For a1, a2, . . . , anc

∈ Q
nc∑
i=1

aigi = 0

if and only if a1 = a2 = · · · = anc
= 0 (because if ai �= 0, the

kith entry of
∑nc

i=1 aigi is nonzero). Therefore, the columns of
matrix G are linearly independent, and the result follows. �

Theorem 1: Let G = [g1 g2 . . . gnc
] ∈ Qη×nc be a matrix

with nonnegative entries. Then, (∀z ∈ Qnc , (Gz ≥ 0 ⇒ z ≥
0)) ⇔ G has independent column support.

Proof: (⇐): If G has independent column support, then
there can be no z ∈ Qnc , where some entry of z is negative
(for example, the ith component zi < 0), yet Gz ≥ 0. The
proof is by contradiction: Suppose z has a negative entry at its
ith position (zi < 0). Then, gizi < 0 since G has nonnegative
entries, which, in turn, would mean that

∀i ∈

‖gi‖ −

⋃
j∈{{1,2,...,nc}−i}

‖gj‖

 , (Gz)i < 0.

3In set theory, A − B = A ∩ B, where B is the complementary set of B.

This contradicts Gz ≥ 0, and the result follows.
(⇒)The proof is by showing the contrapositive, i.e., if G

does not have independent column support, then there exists a
z ∈ Qnc with negative entries and Gz ≥ 0. If G does not have
independent column support, then ∃i ∈ {1, 2, . . . , nc} such that

‖gi‖ −
⋃

j∈{{1,2,...,nc}−i}
‖gj‖ = ∅.

Let the ith element of z ∈ Qnc be negative, i.e., choose zi = −ε
(where ε is a small positive rational number) and zj ≥ 0 (where
j ∈ {1, 2, . . . , nc} and j �= i). Let gki denote the element at
the kth row, ith column position in matrix G. To let Gz ≥ 0,
it requires that

gki × (−ε) +


 ∑

j∈{{1,2,...,nc}−i}
gkj × zj


 ≥ 0

where i ∈ {1, 2, . . . , nc} and k ∈ {1, 2, . . . , η}.
For entries where gki = 0, the inequality above holds since

gkj and zj are nonnegative. For entries where gki �= 0, if ε is
chosen so that

0 < ε ≤
∑

j∈{{1,2,...,nc}−i} gkj × zj
gki

then the inequality will be satisfied. Therefore, to guarantee that
the inequality above holds for all k ∈ {1, 2, . . . , η}, ε must be
chosen to satisfy

0 < ε ≤ min
k

{∑
j∈{{1,2,...,nc}−i} gkj × zj

gki

}
.

Clearly, if G does not have independent column support, one
can always choose an ε such that there exists a z ∈ Qnc with
negative entries such that Gz ≥ 0, and the result follows. �

Corollary 1: Let G = [g1 g2 . . . gnc
] ∈ N η×nc be a matrix

with nonnegative integer entries. Then, (∀z ∈ Nnc , (Gz ≥
0 ⇒ z ≥ 0)) ⇔ G has independent column support.

Proof: The proof is similar as Theorem 1; however, the
entries of zj , j �= i, in z ∈ Qnc need to be nonnegative integer
entries. We can simply scale the entries of z such that within
the range of

0 < ε ≤ min
k

{∑
j∈{{1,2,...,nc}−i} gkj × zj

gki

}

where k ∈ {1, 2, . . . , η}, one can pick up an ε with a positive
integer entry. �

The following theorem states that by appropriately construct-
ing matrices G and D, the nonseparate redundant controller
H is guaranteed to be bisimulation equivalent to the given
controller C.

Theorem 2: Let H be a nonseparate redundant Petri net
controller implementation of C, as in Definition 5. Then,
(H, qh[t]) ∼ (C, qc[t]) if and only if G ∈ N η×nc is a matrix
with nonnegative integer entries and has independent column
support, and D ∈ N η×m is a matrix with nonnegative inte-
ger entries that satisfies 0 ≤ D ≤ (GB+

c , GB
−
c ) and has zero

entries in the rows corresponding to any unique support in
matrix G.
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Proof: Condition C1 in Definition 4 holds by Lemma 1.
For condition C2, we need to prove two directions.

(⇒)Recall that if transition tj is enabled in the redun-
dant controller H at time epoch t, it follows that G(qc[t] −
B−

c xj [t]) ≥ −Dxj [t]; therefore, one needs to show that qc[t]−
B−

c xj [t]≥0.
Let z ≡ qc[t] −B−

c xj [t] and D(:, j) ≡ Dxj [t], where z ∈
Nnc and D(:, j) ∈ N η . From Lemma 1, it follows that D ≥ 0.
If D = 0, Corollary 1 states that matrix G has independent
column support. The additional conditions on matrix D are
proved by contradiction: Suppose D(:, j) has a nonzero entry
at its kth row [D(k, j) �= 0], and that column gi in matrixG has
unique support at its kth row. Let zi denote the ith entry of z.
The kth row of Gz is given by

gki × zi +
∑

j∈{{1,2,...,nc}−i}
gkj × zj = gki × zi

(because gi has unique support at its kth row, gkj = 0 for j ∈
{{1, 2, . . . , nc} − i}). Clearly, gki × zi ≥ −D(k, j) as long
as zi is chosen such that (−D(k, j)/gki) ≤ zi < 0. In other
words, one can choose z such that Gz ≥ 0 but z �≥ 0, which
means that the transition can be enabled in the redundant
controller net but cannot be enabled in the given controller. This
is a contradiction, and the result follows.

(⇐)If G and D satisfy the conditions in the theorem, by
rearranging the rows and columns ofG and D (i.e., rearranging
the order of places and transitions), one can always have G =
[Gnc

C ], where Gnc
∈ Nnc×nc is a diagonal matrix, and D =

[0nc

D ], where 0nc
∈ Nnc×m is a matrix with zero entries. z ≥ 0

follows from the top nc inequalities of Gz ≥ −D(:, j). It is
easy to check that the remaining d inequalities also hold, and
the result follows. �

This section has given a complete characterization of nonsep-
arate redundant Petri net controllers and has obtained necessary
and sufficient conditions for them to be bisimulation equivalent
to the given controller. Section IV-B describes how fault detec-
tion and identification can be achieved in nonseparate redundant
Petri net controllers. An example is presented in Section VI.

B. Fault Detection and Identification

Suppose a nonseparate redundant Petri net implementation
is used to protect against place faults. If, due to a fault, the
number of tokens in place pi is corrupted by c, the faulty state
is given by qf [t] = qh[t] + epi

(where epi
is an η-dimensional

array with a unique nonzero entry at its ith position, i.e.,
epi

= c× [0 . . . 0 1 0 . . . 0]T , and qh[t] = Gqc[t] is the mark-
ing of redundant controller under fault-free conditions). If one
chooses matrix P to be a full-row rank d× η matrix such that
PG = 0d×nc

, where 0d×nc
is a d× nc matrix with zero entries,

the parity check at time epoch t will result in the syndrome

s[t]=Pqf [t]=P (qh[t]+epi
)=0+Pepi

=c×P (:, i). (5)

Clearly, a single place fault can be detected if all columns
of matrix P are nonzero. If, in addition, the columns of P are
not rational multiples of each other,4 then one can detect and

4One needs to make sure that for all pairs of columns of P , there do not exist
nonzero integers a and b such that a × P (:, i) = b × P (:, j), i �= j.

Fig. 6. Separate redundant Petri net controller.

identify a single place fault. Similarly, by imposing additional
rank conditions on matrix P , multiple place faults can be
detected and identified. For more details on how to choose
matrix P , the interested readers are referred to [8] and [9].
The construction of matrices G and P becomes a bit clearer in
Section V when the attention is focused on the special case of
separate redundant Petri net controllers. These controllers keep
the given controller intact and introduce additional places and
connections to enable fault detection and identification.

V. SEPARATE REDUNDANT PETRI NET CONTROLLERS

A. Designs of Separate Redundant Petri Net Controllers

A separate redundant Petri net controller retains the
place/transition structure and state of the given controller,
and incorporates additional places that enable the systematic
detection and identification of faults. More specifically, the
additional (redundant) places, connections, and tokens are used
to impose invariant conditions that serve as consistency checks.
As a result, by performing linear parity checks on the com-
bined marking of the given controller places and the additional
(redundant) places, one is able to detect and identify faults in
the redundant Petri net controller in a systematic manner.

The overall scheme for constructing a separate redundant
Petri net controller is shown in Fig. 6. Given a Petri net
controller for a certain plant, the goal is to protect this controller
from faults. For this reason, redundant places are added to
the controller places so that the resulting separate redundant
Petri net controller is bisimulation equivalent to the given
controller, while, at the same time, the redundant places provide
the capability of simultaneously capturing (up to a certain
number of) faults. The overall redundant controller, just like
the given controller, concurrently operates with the plant and
takes actions based on activity and possible faults in the given
controller. The checker is in charge of capturing faults by
verifying that the internal state of the redundant controller is
consistent.

Let C be a given Petri net controller with nc places, m
transitions, and state evolution as shown in (3).

Definition 9: A separate redundant Petri net controller of a
given controller C is a nonseparate redundant Petri net H with
η ≡ nc + d (d > 0) places and m transitions whose state qh[t]

satisfies qh[t] =
[
Inc

C

]
︸ ︷︷ ︸

G

qc[t] for all time epochs t.

Clearly, from the earlier analysis of nonseparate Petri
net controllers, matrix C has to be a d× nc matrix with
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nonnegative integer entries. Moreover, if the state evolution of
the separate redundant controller is written as

qh[t+ 1] = qh[t] +
[
B+

c

X+

]
︸ ︷︷ ︸

B+
c

x[t] −
[
B−

c

X−

]
︸ ︷︷ ︸

B−
c

x[t] (6)

where X+ = CB+
c −D and X− = CB−

c −D (for a d×m
matrix D), the following lemma holds.

Lemma 3: Under fault-free conditions, a separate redundant
Petri net controller H satisfies (H, qh[t]) ∼ (C, qc[t]) if and
only if C ≥ 0 with integer entries and D ≥ 0 with integer
entries such that D ≤ min(CB+

c , CB
−
c ).

Proof: The proof directly follows from the analysis of
nonseparate Petri net controllers, where G = [ Inc

C ] and D =
[0nc

D ]. The requirement that D ≤ min(CB+
c , CB

−
c ) follows

fromX+ andX− being matrices with nonnegative entries (they
denote the arc weights of the additional places). �

Remark 5: From the structural analysis of both types of
redundant controllers (see the proof of Theorem 2), it is clear
that any nonseparate redundant controller can be viewed as
a separate redundant controller for a Petri net C′ that can be
obtained from Petri net C by taking each place and multiplying
its initial tokens and all of its arc weights by some nonnegative
integer entries.

B. Fault Detection and Identification

The separate redundant Petri net controller in Lemma 3 es-
sentially encodes the given controller state qc[t] into a codeword
qh[t] that consists of the given controller state and the state
of the added places. A possibly invalid marking qf [t] can be
checked by using the following parity check matrix:

P = [−C Id ] (7)

to verify whether the syndrome, defined as

s[t] ≡ Pqf [t] (8)

is equal to 0.
For place faults, the syndrome at time epoch t is given by

s[t] ≡ Pqf [t] = P (qh[t] + epi
) = Pepi

(9)

and detection and identification are exclusively determined by
rank conditions on matrix P . For instance, to be able to detect
and identify a single place fault, one needs to choose matrix
C such that any two columns of matrix P are not rational
multiples of each other. More sophisticated choices of matrix C
(i.e., choosing the columns of matrix C to be linearly indepen-
dent if possible) allow for the detection of multiple place faults
[8], [9].

In the case of separate redundant Petri net controllers, fault
detection and identification capability reduces to the problem
of appropriately choosing matrices C and D. Since there are
many choices for matrices C and D, one interesting future
research direction is to develop criteria for searching among

these various possibilities to find one that is optimal in a
desirable way. (The objective could be to minimize the number
of redundant places, the number of additional connections, and
so on.) Section VI discusses examples of redundant Petri net
controllers for the separate and nonseparate cases.

VI. EXAMPLES OF FAULT DETECTION

AND IDENTIFICATION SCHEMES

This section illustrates how to detect and identify a single
place fault using redundant Petri net controllers. These concepts
are illustrated using the Petri net controller in Fig. 4, which was
introduced in Section III to control the production cell in Fig. 3.
Note that the output and input incident matrices of the controller
in Fig. 4 are given by

B+
c =

[
1 0 1 0
0 1 0 2

]

B−
c =

[
2 1 0 0
0 0 1 1

]
.

The initial marking of the controller is

qc[0] =
[

2
1

]
.

A. Designs of Nonseparate Redundant Petri Net Controllers

The controller of Fig. 4 has two places and four transi-
tions (nc = 2, m = 4). To detect and identify a single place
fault using a nonseparate redundant Petri net controller, two
redundant places pc3 and pc4 need to be added (i.e., d = 2,
η = nc + d = 4), and one needs to verify that the parity check
matrix P satisfies PG = 02×2 and has columns that are not
rational multiples of each other (to allow the detection and
identification of a single place fault).

Choosing the following matrix:

G =




0 3
1 2
2 1
2 0




(which, as required, has independent column support), it
follows that

GB+
c =




0 3 0 6
1 2 1 4
2 1 2 2
2 0 2 0


 GB−

c =




0 0 3 3
2 1 2 2
4 2 1 1
4 2 0 0


 .

Then, choosing the following matrix:

D =




0 0 0 0
1 1 1 2
2 1 1 1
0 0 0 0




which satisfies 0 ≤ D ≤ min(GB+
c , GB

−
c ) and has zero en-

tries in the first and fourth rows (where matrix G has unique
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support) as required, the arc weights of the resulting nonsepa-
rate redundant controller are given by

B+
c = GB+

c −D =




0 3 0 6
0 1 0 2
0 0 1 1
2 0 2 0




B+
c = GB−

c −D =




0 0 3 3
1 0 1 0
2 1 0 0
4 2 0 0


 .

One possible parity check matrix P is given by

P =
[−3 8 −7 3

2 −6 6 −3

]
(note that PG = 02×2). Since the columns of matrix P are not
rational multiples of each other, a single place fault can be
detected and identified. More specifically, if the result of Pqf [t]
is a multiple of[−3

2

] (
or

[
8

−6

]
,

[−7
6

]
,

[
3

−3

])
then the number of tokens in place pc1 (or pc2, pc3, pc4) has
been corrupted.

B. Designs of Separate Redundant Petri Net Controllers

Given the earlier choice of matrices G and D in the nonsep-
arate case, one can rearrange the rows and columns of these
matrices to obtain

G′ =




2 0
0 3
1 2
2 1




D′ =




0 0 0 0
0 0 0 0
1 1 1 2
2 1 1 1


 .

Note that if one chooses

C =
[

1 2
2 1

]
D =

[
1 1 1 2
2 1 1 1

]
the output and input incident matrices of the corresponding
separate redundant controller (with G = [ Inc

C ]) are given by

B+
c =

[
B+

c

CB+
c −D

]
=




1 0 1 0
0 1 0 2
0 1 0 2
0 0 1 1




B−
c =

[
B−

c

CB−
c −D

]
=




2 1 0 0
0 0 1 1
1 0 1 0
2 1 0 0


 .

This choice of matrix C ensures that the columns of the
parity check matrix P are not rational multiples of each other
(which implies the ability to detect and identify a single place
fault). In addition to the given controller places pc1 and pc2,
the resulting separate redundant controller has places pc3 and
pc4, which enable fault detection and identification. The parity
check is performed through the following matrix:

P = [−C I2 ] =
[−1 −2 1 0
−2 −1 0 1

]
.

If the result is a multiple of[
1
2

] (
or

[
2
1

]
,

[
1
0

]
,

[
0
1

])

then the number of tokens in place pc1 (or pc2, pc3, pc4) has
been corrupted. �

Remark 6: In the examples above, both types of redundant
controllers require two redundant places and 16 arcs (number
of nonzero entries in B+

c and B−
c ) to detect and identify a single

place fault.
Remark 7: For any choice of matrices G and D in a nonsep-

arate redundant controller, one can always rearrange rows and
columns so that G′ = [Gnc

C ] (with Gnc
a diagonal matrix with

nonnegative integer entries) and D′ = [0nc

D ]. By choosing these
same matrices C and D, a separate redundant controller can be
constructed, which will need the same number of places and
connections to detect and identify the same number of faults
(note that the arc weights are not necessarily the same because
in the separate case, G = [ Inc

C ]).

VII. POTENTIAL ADVANTAGES OF NONSEPARATE

PETRI NET CONTROLLERS

Normally, the redundant Petri net controller that is replacing
the original one would have to be bisimulation equivalent to the
original controller to enable and disable the same transitions
as the original one. This is true if, for example, the controller
needs to be maximally permissive,5 and the original controller
was designed to achieve this. Of course, under the bisimu-
lation equivalence requirement, it has been shown that both
types of redundant controllers have the same fault detection
and identification capabilities. If, however, one is willing to
perform some additional processing before enabling/disabling
transitions in the plant, then nonseparate embeddings do not
have to be bisimulation equivalent to the original controller.
The reason is that a redundant embedding always allows one
to recover the state of the original controller (namely, by
decoding the state of the redundant embedding), which can
then be used to determine whether transitions in the plant
should be enabled or disabled. This situation is illustrated
in Fig. 7.

Below, an example is provided to show that if the bisimu-
lation condition is not enforced, the resulting nonseparate re-
dundant Petri net controller may require less connections than a
separate redundant controller with the same fault detection and

5A controller is maximally permissive if it does not disable any transitions
unless they would be in direct violation of the control objectives [36].
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Fig. 7. Controller obtained from decoded state of nonseparate embedding.

identification capabilities. Notice that the nonseparate redun-
dant embedding is chosen so that it always allows all transitions
that would have been allowed by the original controller; this
essentially means that the number of tokens in the nonseparate
controller never goes negative, i.e., it is a proper Petri net.

Consider the Petri net system and its associated Petri net
controller in Fig. 4. Suppose that one chooses matrix

G =




0 3
1 2
2 1
2 0




and matrix

D =




0 0 0 3
1 1 1 2
2 1 1 1
2 0 0 0




which satisfies 0 ≤ D ≤ min(GB+
c , GB

−
c ), but does not have

zero entries in the first and fourth rows (i.e., bisimulation
equivalence is not enforced). In this case, the arc weights in
the nonseparate redundant controller are given by

B+
c =GB+

c −D =




0 3 0 3
0 1 0 2
0 0 1 1
0 0 2 0




B−
c =GB−

c −D =




0 0 3 0
1 0 1 0
2 1 0 0
2 2 0 0


 .

The parity check matrix P is the same as in the last section
and is given by

P =
[−3 8 −7 3

2 −6 6 −3

]
.

If the result of Pqf [t] is a multiple of[−3
2

] (
or

[
8

−6

]
,

[−7
6

]
,

[
3

−3

])

then the number of tokens in place pc1 (or pc2, pc3, pc4) has
been corrupted.

Remark 8: The total number of arcs needed in this case to
detect and identify a single place fault is 14 (the previous cases

needed 16 arcs). Therefore, when bisimulation equivalence is
not enforced by the redundant embedding (but by the checker),
nonseparate redundant Petri net controllers can have advantages
over separate redundant controllers.

Remark 9: The ability of nonseparate redundant controllers
to use fewer connections to detect and identify the same number
of faults is a direct result of relaxing the bisimulation equiva-
lence requirement and having additional flexibility in choosing
the matrix D. This comes at the cost of requiring a decoding of
the state of the nonseparate redundant controller to determine
whether a transition should be enabled or not.

VIII. CONCLUSION AND FUTURE WORK

This paper proposes methodologies for detecting and iden-
tifying faults in a plant controller that is modeled as a Petri
net. Two classes of redundant Petri net implementations are
defined and characterized, both of which are bisimulation
equivalent to the original controller and can be used for sys-
tematically constructing detection and identification schemes
for place faults. Separate redundant Petri net controllers are
constructed by adding redundant places to the given Petri net
controller in a way that encodes information and enables fault
detection and identification to be performed using algebraic
techniques, whereas nonseparate redundant Petri net controllers
allow more design flexibility than the separate ones. Necessary
and sufficient conditions for these redundant controllers to be
bisimulation equivalent to the given Petri net controller are
derived. It has been also shown that, under the bisimulation
equivalence requirement, both types of redundant controllers
have the same fault detection and identification capabilities;
however, in situations where the redundant controllers are used
as monitors to perform fault detection and identification, the
nonseparate redundant controllers can have advantages over the
separate ones (e.g., they can use fewer connections to detect and
identify the same number of faults).

Future extensions of this work include the development of
schemes for Petri nets with uncontrollable and unobservable
transitions. Apart from the fact that appropriate (original) Petri
net controllers might not be necessarily obtainable under these
assumptions, the challenge here is that the fault detection and
identification procedures may also need to be modified. An-
other important future direction is to characterize structures for
nonseparate redundant controllers to have minimal hardware
implementation cost. It would be also interesting to design
distributed/hierarchical monitoring schemes for large Petri net
systems by enforcing specific constraints on the Petri net
embeddings.
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